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M242 – COMPUTER NETWORS AND SECURITY 

UNIT - I   DATA COMMUNICATIONS 

1.1 Data Communications 

1. What is data communication? Explain its components 

Data communication is a process of transferring data electronically from one place to 

another. Data can be transferred by using different medium. The basic components of 

data communications are as follows: 

1. Message 

2. Sender 

3. Receiver 

4. Medium/ communication channel 

5. Encoder and decoder 

 
Message 

The message is the data or information to be communicated. It may consist of text, 

number, pictures, sound, video or any a combination of these. 

Sender 

Sender is a device that sends message. It is also called source or transmitter. Normally, 

computer is use as sender in information communication systems. 

Receiver 

Receiver is a device that receives message. It is also called sink. The receiver can be 

computer, printer or another computer related device. The receiver must be capable of 

accepting the message. 

Medium 

Medium is the physical path that connects sender and receiver. It is used to transmit data. 

The medium can be a copper wire, a fiber optic cable, microwaves etc. it is also called 

communication channel. 

 

https://www.desktopclass.com/education/computer-it/what-is-data-communications-and-signal.html/attachment/page28/
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Encoder and decoder 

The encoder is a device that converts digital signals in a form that can pass through a 

transmission medium. The decoder is a device that converts the encoded signals into 

digital form. Sender and receiver cannot communicate successfully without encoder and 

decoder. 

---------------------------------------------------------------------------------------------------------------------------------------------------- 

2. Explain Data Flow in detail 

Data flow means transferring of data between two devices. It is also called 

communication mode. These modes direct the direction of flow of information. There are 

three types of transmission mode. They are: 

 Simplex Mode 

 Half duplex Mode 

 Full duplex Mode 

SIMPLEX Mode 

In this type of transmission mode data can be sent only through one direction i.e. 

communication is unidirectional. We cannot send a message back to the sender. 

Unidirectional communication is done in Simplex Systems. 

Examples of simplex Mode is loudspeaker, television broadcasting, television and 

remote, keyboard and monitor etc. 

 

 

HALF DUPLEX Mode 

Half-duplex data transmission means that data can be transmitted in both directions on a 

signal carrier, but not at the same time. Data can be sent in only one direction at a time. 

Example of half duplex is a walkie- talkie in which message is sent one at a time and 

messages are sent in both the directions. 
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FULL DUPLEX Mode 

In full duplex system we can send data in both directions as it is bidirectional. Data can be 

sent in both directions simultaneously. We can send as well as we receive the data.  

Example of Full Duplex is a Telephone Network in which there is communication 

between two persons by a telephone line, through which both can talk and listen at the 

same time. 

In full duplex system there can be two lines one for sending the data and the other for 

receiving data.  

 

----------------------------------------------------------------------------------------------------------------------------------------------------- 

3. What is Network? Explain Network Criteria in detail 

 Network is a collection of computers and devices connected by communication 

channels. Network allows users, to communicate among users and to share resources 

with others. 

Network Criteria 

The major criteria that a Data Communication Network must meet are: 

a. Performance 

b. Consistency 

c. Reliability 

d. Recovery 

e. Security 

 

a. Performance 

Performance is the defined as the rate of transferring error free data. It is measured by 

the Response Time. Factors that affect Response Time are: 

http://www.telecomworld101.com/Intro2dcRev2/page26.html#Performance
http://www.telecomworld101.com/Intro2dcRev2/page26.html#Consistency
http://www.telecomworld101.com/Intro2dcRev2/page26.html#Reliability
http://www.telecomworld101.com/Intro2dcRev2/page27.html#Recovery
http://www.telecomworld101.com/Intro2dcRev2/page27.html#Security
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 Number of Users: More users on a network - slower the network will run 

 Transmission Speed: speed that data will be transmitted measured in bits per 

second (bps) 

 Media Type: Type of physical connection used to connect nodes together 

 Hardware Type: Slow computers such as XT or fast such as Pentiums 

 Software Program: How well is the network operating system (NOS) written 

b. Consistency 

Consistency represents the response time and accuracy of data. 

 Users prefer to have consistent response times. 

 Accuracy of Data determines if the network is reliable or not 

c. Reliability 

Reliability is the measure of how often a network is useable. MTBF (Mean Time between 

Failures) is a measure of the average time a component is expected to operate between 

failures.  

d. Recovery 

Recovery is the Network's ability to return to a level of operation after a network failure. 

Recovery is based on having Back-up Files. 

e. Security 

Security is the protection of Hardware, Software and Data from unauthorized access.  

------------------------------------------------------------------------------------------------------------------------------------------- 

4. Explain the Types of Connections used in the network 

 Connection is a physical link between devices in the network. There are two types 

of connections. 

 Point-to-Point Connection 

 Multipoint Connection. 

Point-to-Point Connection 

 A Point to point connection is establishing a dedicated link between two devices. 

Point to point networks consists of many connections between individual pairs of 

machines 
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 To move from sources to destination, a packet may follow different routes. In 

networking, the Point-to-Point Protocol (PPP) is a data link protocol commonly used in 

establishing a direct connection between two networking nodes. It can provide 

connection authentication, transmission encryption, and compression. 

Multipoint Connection 

 Multipoint network has a single communication channel that is shared by all the 

machine in the network. 

 

The networks having multipoint configuration are called Broadcast Networks. In 

broadcast network, a message or a packet sent by any machine is received by all other 

machines in a network. The packet contains address field that specifies the receiver. 

Upon receiving a packet, every machine checks the address field of the packet. If the 

transmitted packet is for that particular machine, it processes it; otherwise it just ignores 

the packet.  

----------------------------------------------------------------------------------------------------------------------------------------------------- 

5. Explain the different types of network topologies in detail. *** 

Network topologies describe the ways in which the elements of a network are mapped. 

They describe the physical and logical arrangement of the network nodes. 

The physical topology of a network refers to the configuration of cables, computers, and 

other peripherals 

 

http://ecomputernotes.com/computernetworkingnotes/computer-network/protocol
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Different Types of Topologies 

• Bus Topology 

• Star Topology 

• Ring Topology 

• Mesh Topology 

• Hybrid Topology 

 

Bus Topology 

 

• All the nodes (file server, workstations, and peripherals) on a bus topology are 

connected by one single cable. 

• A bus topology consists of a main run of cable with a terminator at each end. All nodes 

(file server, workstations, and peripherals) are connected to the linear cable. 

• Popular on LANs because they are inexpensive and easy to install. 

Advantages of Bus Topology 

• It is Cheap, easy to handle and implement. 

• Require less cable 

• It is best suited for small networks. 

 

Disadvantages of Bus Topology 

 

• The cable length is limited. This limits the number of stations that can be connected. 

• This network topology can perform well only for a limited number of nodes. 

 

Ring Topology 
• In a ring network, every device has exactly two neighbors for communication purposes. 

• All messages travel through a ring in the same direction. 
• A failure in any cable or device breaks the loop and can take down the entire network. 
• To implement a ring network we use the Token Ring technology 
• A token, or small data packet, is continuously passed around the network. When a 
device needs to transmit, it reserves the token for the next trip around, and then 
attaches its data packet to it. 
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Advantage of Ring Topology 

 

• Very orderly network where every device has access to the token and the opportunity 

to transmit. 

• Easier to Mange than a Bus Network 

• Good Communication over long distances 

• Handles high volume of traffic 

Disadvantages of Ring Topology 

 
• The failure of a single node of the network can cause the entire network to fail. 

• The movement or changes made to network nodes affects the Performance of the 
entire network. 

Star Topology 

• In a star network, each node (file server, workstations, and peripherals) is connected 

to a central device called a hub. 

• The hub takes a signal that comes from any node and passes it along to all the other 

nodes in the network. 

• Data on a star network passes through the hub, switch, or concentrator before 

continuing to its destination. 

• The hub, switch, or concentrator manages and controls all functions of the network. 

• The star topology reduces the chance of network failure by connecting all of the 

systems to a central node. 
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Advantages of Star Topology 

• Easy to manage 

• Easy to locate problems (cable/workstations) 

• Easier to expand than a bus or ring topology. 

• Easy to install and wire. 

• Easy to detect faults and to remove parts. 

Disadvantages of Star Topology 

• Requires more cable length than a linear topology. 

• If the hub fails, nodes attached are disabled. 

• More expensive because of the cost of the concentrators. 

Mesh Topology 

• In this topology, each node is connected to every other node in the network. 

• Implementing the mesh topology is expensive and difficult. 

• In this type of network, each node may send message to destination through multiple 

paths. 

• While the data is travelling on the Mesh Network it is automatically configured to reach 

the destination by taking the shortest route which means the least number of hops. 

 
Advantage of Mesh Topology 

• No traffic problem as there are dedicated links. 

• It has multiple links, so if one route is blocked then other routes can be used for data    

    Communication. 

• Points to point links make fault identification easy. 

Disadvantage of Mesh Topology 

• There is mesh of wiring which can be difficult to manage. 

• Installation is complex as each node is connected to every node. 

• Cabling cost is high. 

 

Hybrid Topology 

• A combination of any two or more network topologies. 

• A hybrid topology always accrues when two different basic network topologies are 

connected. 

• It is a mixture of above mentioned topologies. Usually, a central computer is attached 

with sub-controllers which in turn participate in a variety of topologies 
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Advantages of a Hybrid Topology 

• It is extremely flexible. 

• It is very reliable. 

Disadvantages of a Hybrid Topology 

• Expensive 

----------------------------------------------------------------------------------------------------------------------------------------------------- 

1.2. Types of Networks 

6. What are the needs for computer networks? 

The following are the potential needs for computer networks. 

Information exchange 

To exchange data and information between different individual users, it is necessary to 

interconnect the individual users' computers. 

Resource sharing 

The cost of computer,laser printer, bulk storage, and large enterprise software remains 

high. When computers are interconnected, there is a possibility that, users connected to 

the network may share the above mentioned resources. 

Local Area Network (LAN) is generally a privately owned network within a single office, 

building or campus, covering a distance of a few kilometres. 

----------------------------------------------------------------------------------------------------------------------------------------------------- 
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7. Explain the types of networks in detail *** 

 

LAN 

 A local area network, or LAN, consists of a computer network at a single site, 

typically an individual office building. A LAN is very useful for sharing resources, such as 

data storage and printers. LANs can be built with relatively inexpensive hardware, such 

as hubs, network adapters and Ethernet cables. 

 
 

MAN  

 A metropolitan area network (MAN) is a network that interconnects users with 

computer resources in a geographic area or region larger than that covered by even a 

large local area network (LAN) but smaller than the area covered by a wide area network 

(WAN).  

 It is for the customers who have their end points across the city or town .Eg.  

A organisation computers connected across the city having branches.  

 

 
 

WAN 

 A Wide area network (WAN) is a telecommunication network that is used for 

connecting computers and covers a wide geographical area. WANs often contain a few 

smaller networks (LANs, MANs, etc.).A WAN span across city, state, country or even 

continent boundaries.  
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CAN 

A campus area network (CAN) is a network of multiple interconnected local area 

networks (LAN) in a limited geographical area. A CAN is smaller than a wide area network 

(WAN) or metropolitan area network (MAN). A CAN is also known as a corporate area 

network (CAN).  

Local networks are common in the education field. Most schools and other educational 

institutions have computers connected to a local network. 

 

HAN  

A Home Area Networks (HAN) is a type of local area network that is used in an individual 

home. The home computers can be connected together by twisted pair or by a wireless 

network. HAN facilitates the communication and interoperability among digital devices at 

the home, allows to easier access to the entertainments and increase the productivity, 

organize the home security 

Internet  
Internet is a world-wide / global system of interconnected computer networks. It  

Is network of network in which users of any network can communicate with anyone of 
any network. The most widely used part of the internet is world wide web (www) 
internet facility is accessed by hundreds of Billions peoples every day. It uses TCP/IP 
protocol 
 
Intranet 
 An intranet is a private network that is contained within an enterprise. It may consist of 
many interlinked local area networks and also use leased lines in the wide area network. 
The main purpose of an intranet is to share company information and computing 
resources among employees. An intranet can also be used to facilitate working in groups 
and for teleconferences. 
 
 
 
 

http://searchnetworking.techtarget.com/definition/network
http://searchwinit.techtarget.com/definition/enterprise
http://searchenterprisewan.techtarget.com/definition/WAN
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Extranet 
 An extranet is a private network that uses Internet technology and the public 
telecommunication system to securely share part of a business's information or 
operations with suppliers, vendors, partners, customers, or other businesses. An 
extranet can be viewed as part of a company's intranet that is extended to users outside 
the company. 
 
Client server Network 
 A computer network in which one centralized, powerful computer (calledthe server) is 
a hub to which many less powerful personal computers orworkstations (called clients) ar
e connected. The clients run programs andaccess data that is stored on the server. 
 
Peer-to-Peer network  
 A network of personal computers, each of which acts as both client and server, so that 
each can exchange files and email directly with every other computer on the network. 
Each computer can access any of the others, Peer-to-peer networks are less expensive 
than client/server networks but less efficient when large amounts of data need to be 
exchanged. 
----------------------------------------------------------------------------------------------------------------------------------------------------- 

1.3 Transmission Media 
 
8. Explain transmission Media and its classification 
 

A transmission medium can be broadly defined as anything that can carry 

information from a source to destination. In data communication the definition of 

information and the transmission medium is more specific.  

 

The transmission medium is usually free space, metallic cable or fiber-optic cable. 

Transmission media can be divided into two broad categories:  

 Guided (wired-metallic medium)  

 Unguided (wireless) 
 
Classification of Transmission medium 

 
----------------------------------------------------------------------------------------------------------------------------------------------------- 

http://searchwindevelopment.techtarget.com/definition/intranet
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9. Explain Guided transmission media with neat diagrams 

Guided media:  

There are many types of guided media:  

1. Twisted pair  

2. Coaxial  

3. Fiber optics  

Twisted pair and coaxial cable use a metallic (copper) conductor that accepts and 

transport signals in the form of electric current.  

Fiber optics is a cable that accepts and transports signals in the form of light.  

Twisted pair:  

A twisted pair consists of two conductors usually copper with its own plastic insulation, 

twisted together as shown in the following Figure  

 

One of the wires is used to carry the signal and another for ground reference. 

The receiver uses the difference between the two.  

Twisted pair is the ordinary copper wire that connects home and many business 

computers to the telephone company. To reduce crosstalk or electromagnetic induction 

between pairs of wires, two insulated copper wires are twisted around each other.  

There are two types of twisted pair:  

 UTP – Unshielded Twisted Pair  

 STP – Shielded Twisted Pair  
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UTP  

Unshielded twisted pair comes without any type of shielding at all but is still very 

capable of handling imbalances that interfere with data transmission.  

 

UTP categories  

Category 1  Voice only (Telephone)  

Category 2  Data to 4 Mbps (Local talk)  

Category 3  Data to 10Mbps (Ethernet)  

Category 4  Data to 20Mbps (Token ring)  

Category 5  

Category 5e  

Data to 100Mbps (Fast Ethernet)  

Data to 1000Mbps (Gigabit Ethernet)  

Category 6  Data to 2500Mbps (Gigabit Ethernet)  

 

STP  

Shielded twisted pair cabling, or STP, has a metallic foil that encases the twisted 

wire pairs inside a cable. This protects against electromagnetic interference and 

allows for a faster transmission of data.  

 

 
 Coaxial  

A type of wire that consists of a center wire surrounded by insulation and then a 

grounded shield of braided wire. The shield minimizes electrical and radio frequency 

interference.  

Coaxial cabling is the primary type of cabling used by the cable television industry and is 

also widely used for computer networks, such as Ethernet. Although more expensive 

than standard telephone wire, it is much less susceptible to interference and can carry 

much more data.  
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Categories of coaxial cable  

 

Coaxial cables are categorized by their radio government (RG) ratings.  

 
Fiber-optic Cable  

 A technology that uses glass (or plastic) threads (fibers) to transmit data. 

  A fiber optic cable consists of a bundle of glass threads, each of which is capable 

of transmitting messages modulated onto light waves.  

 A fiber-optic cable is made up of incredibly thin strands of glass or plastic known 

as optical fibers 

 It can carry something like 25,000 telephone calls, so an entire fiber-optic cable 

can easily carry several million calls.  

 
Types of fiber-optic cables  

Optical fibers carry light signals down them in what are called modes.  
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Single Mode 

 The simplest type of optical fiber is called single-mode. It has a very thin core 

about 5-10 microns (millionths of a meter) in diameter. 

  In a single-mode fiber, all signals travel straight down the middle without 

bouncing off the edges (red line in diagram).  

 Cable TV, Internet, and telephone signals are generally carried by single-mode 

fibers, wrapped together into a huge bundle. Cables like this can send information 

over 100 km (60 miles).  

 

Multi Mode 

 

 Another type of fiber-optic cable is called multi-mode. Each optical fiber in a multi-

mode cable is about 10 times bigger than one in a single-mode cable.  

 This means light beams can travel through the core by following a variety of 

different paths (purple, green, and blue lines)—in other words, in multiple 

different modes.  

 Multi-mode cables can send information only over relatively short distances and 

are used (among other things) to link computer networks together.  

 

Fiber optics has several advantages over traditional metal communications lines:  

 Fiber optic cables have a much greater bandwidth than metal cables. This means 

that they can carry more data.  

 Fiber optic cables are less interference than metal cables 

 Fiber optic cables are much thinner and lighter than metal wires.  

 Data can be transmitted digitally (the natural form for computer data) rather than 

analogically.  

 
----------------------------------------------------------------------------------------------------------------------------------------------------- 

10. Explain unguided transmission media in detail 

Unguided Media 

 

 Radio Waves 

 

 Radio waves are an invisible form of electromagnetic radiation that varies in 

wavelength from around a millimetre to 100,000 km, making it one of the widest 

ranges in the electromagnetic spectrum 

 Radio wave signal range between 3KHZ & 300KHZ. 

 Radio wave is most famously utilized to send audio, images, and text in the form 

of signals.  

Five types of radio wave propagation 
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1. Surface: In this mode, the radio wave propagation interacting by semi conductive 

surface of the earth. It has lower frequencies (30 t0 3000KHZ).In this radio waves travel 

through the lowest atmosphere in all direction from the antenna. 

 

2. Troposphere: It has higher frequencies. The radio signals is directed in a straight line 

from antenna to antenna 

 

3. Ionosphere: In this propagation high frequency radio waves are radiated upwards to 

the ionosphere. It reflects back to the earth. It covers the maximum distance. 

 

4. Line of sight: The receive station must be in the view of the transmit station (100 km 

from horizon) 

 

5. Space propagation: Radio waves are transmitted through satellite relays using 

atmosphere refraction 

 

 Microwave: 

 

Microwave transmission is the line of sight transmission. The transmit station must 

be in visible contact with receiving station. It transmits data to 50km in geographical 

area.Reapeater station must be placed for long distance communication. It carries the 

large quantities of data with larger bandwidth for transmission 

 

D.Adv: 

* Attenuation by solid objects 

* Reflected from flat surface like water and metal  

 

 Infrared: 

 

These are used for short range communication 

These signals interference between one systems to another 

We cannot use infrared waves outside the building 

 

 Low Orbit Satellite (LOS)  

Satellites are launched into orbit, which is to say that they are shot up into the sky on 

rockets to get them up above the atmosphere where there is no friction.  

 

The idea is to get them flying so fast, that when they fall back to earth, they fall towards 

earth at the same rate as the earth's surface falls away from them.  
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When an object's path around the earth, when it's "trajectory" matches the earth's 

curvature, the object is said to be "in orbit".  

Satellite Characteristics  

• Key component: transponder  

– Accepts signal from earth  

– Shifts signal to another frequency  

– Amplifies signal and…  

– Rebroadcasts signal to earth  

• Distance has impact on system:  

– Requires significant power  

– Amount of delay is measurable and significant factor  

• Uplink always at a higher frequency than downlink  

 
 VSAT (Very Small Aperture Terminal) 

 

 VSAT (Very Small Aperture Terminal) is a satellite communications system that 
serves home and business users. 

 A VSAT end user needs a box that interfaces between the user's computer and 
an outside antenna with a transceiver.  

 The transceiver receives or sends a signal to a satellite transponder in the sky. 
The satellite sends and receives signals from an earth station computer that acts 
as a hub for the system.  

 Each end user is interconnected with the hub station via the satellite in a star 
topology. For one end user to communicate with another, each transmission has 
to first go to the hub station which retransmits it via the satellite to the other 
end user's VSAT.  

 VSAT handles data, voice, and video signals. 
 

 
 

 
-------------------------------------------------------------------------------------------------------------------------------------------------- 
 
 
 

http://searchmobilecomputing.techtarget.com/definition/satellite
http://searchnetworking.techtarget.com/definition/transceiver
http://searchmobilecomputing.techtarget.com/definition/transponder
http://searchnetworking.techtarget.com/definition/hub
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1.4. Network devices: 
 
11. Explain different types of network devices in detail *** 
 
Computer networking devices:  

 To connect the computer and other devices to form a network depending 

upon the type and security features to be applied to the network the various 

networking devices such as Hub, bridges, switches and routers are used.  

To build a network based on the type of network many networking components and 
software are required. 
 
Hub is a connecting device in which various types of cables are connected to centralize 

network traffic through a single connecting point. 

 

 Hub 

 

 
Description 

 Hub with multiple ports is used to connect topologies, segments of LAN and to 

monitor network traffic. 

 It manages and controls the send and receives data to and from the computers. 

Types 

Active hub 

 Can store, amplify, split and retransmit the received signals. 

 Requires additional electronic circuit for performing different functions. 

 It does work of repeater to amplify the signal, so it is also called as repeater. 

Passive hub 

 Can only forward received signal without amplifying it. 

 It doesn't content any additional electronic circuit. 

Intelligent hub 

 Performs functions of both active and passive hub. 

 Quickly routes the signals between the ports of hub. 

 Also performs different functions of router and bridge. 

 So it is called as intelligent hub. 
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 Switches 

 

 
Definition 

Switch is a multiple LAN connecting device, which takes incoming data packet from any 

multiple input ports and passes the data packet to specific output port. 

Description 

 It works same as hub but does its work very efficiently. 

 It uses MAC address information to switch forward the data packets to a 

particular destination device. 

 By monitoring the network traffic, it can learn where the particular addresses are 

located. 

 Minimizes the collision of data packets. 

 Provides better security and better utilization of limited bandwidth. 

Working 

 Uses two different method for switching the packets :  

1)Cut-through  

2) Store and forward 

 In cut-through method switch examines the header of the packet and 

decides, where to pass the packet before it receives the whole packet.  

Increases the chances of errors without verifying the data integrity. 

 In store and forward method switch reads the entire packet in its 

memory and checks for error before transmitting the packet.  

This method is slower and time consuming but error free. 

 
 Router 
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Definition 

Router is internetwork connecting device that determines most efficient path for 

sending a data packet to any given network. 

Description 

 Used to connect two or more similar or dissimilar topological LANs or WLANs 

 Provides a better protection as a hardware firewall against hacking. 

 Routers are intelligent enough to determine shortest and fastest path from 

source to destination in a network using algorithms. 

Wired Routers are commonly used in large office complexes, where wiring exists for 

every office room or cube. Wired routers are also usually less expensive than wireless 

options. These routers offer better network security options since the data is easily 

contained and secured. 

 

Wireless Routers are used when computers are installed in spaces that are not reachable 

by the currently installed network. At home, for example, if the wired router is installed 

in the basement for one computer, a person using another desktop on an upper level can 

get access to the network by using a "wireless adapter" that can communicate with the 

wired router downstairs. Most users of wireless adapters are consumers with mobile PCs 

(laptops). 

 

 Gateway 

 

 
Definition 

Gateway is a network point that act as entry point to other network and translates one 

data format to another. 

Description 

Following are some common functions of the gateway: 

 Protocol translation: translates protocol format into required protocol format of 

the network, such as X.25 to TCP/IP. 

 Network address translation: translates your public IP address to the private IP 

addresses on your network. 

 DHCP service: automatically assigns IP address to a computer from a defined 

range of addresses for a given network. 

 Monitoring and regulating each packet entering and leaving the network. 

---------------------------------------------------------------------------------------------------------------------------------------------------- 
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M242 – COMPUTER NETWORS AND SECURITY 

UNIT - II OSI MODEL AND LAN PROTOCOLS 

2.1. Network Models: 

1. Explain Network model 

 

 A network is a combination of hardware and software that sends data from one 

location to another. The hardware consists of the physical equipment that carries signals 

from one point of the network to another. The software consists of instruction sets that 

make possible the services that expect from a network. 

---------------------------------------------------------------------------------------------------------------------------------------------- 

2. Write short notes on Protocol and Standards 

Protocol  

A protocol is a set of rules that govern data communications. The key elements of a 

protocol are syntax, semantics, and timing.  

 

 Syntax It is the structure or format of the data, meaning the order in which they 

are presented.  

 Semantics The word semantics refers to the meaning of each section of bits. How 

are a particular pattern to be interpreted, and what action is to be taken based on 

that interpretation?  

 Timing The term timing refers to two characteristics: when data should be sent 

and how fast they can be sent.  

 

Standards  

Standards provide guidelines to manufacturers, vendors, government agencies, and 

other service providers to ensure the kind of interconnectivity necessary in today's 

marketplace and in international communications.  

Data communication standards fall into two categories:  

 De facto (meaning "by fact" or "by convention") and De jure (meaning "by law" 

or "by regulation").  

 De facto Standards that have not been approved by an organized body but have 

been adopted as standards through widespread use are de facto standards.  

 De jure those standards that have been legislated by an officially recognized body 

are de jure standards.  

 ------------------------------------------------------------------------------------------------------------------------------------------------ 

3. Briefly explain the OSI model layer with neat diagram 

 The International Standards Organization (ISO) developed the Open Systems 

Interconnection (OSI) Reference Model to define functional communications standards. 

The OSI model describes the functions that are performed in data communications. OSI 

Model provides the following services 



SPC/COMP/IV SEM: M242 – Computer Networks & Security  Unit 2- Page 2 
 

 

1. Provide peer to peer logical services with layer physical implementation 

2. Provides standard for communication between system 

3. Define point of interconnection for exchange information between systems 

4. Each layer should perform well defined functions. 

The following figure shows to explain the model architecture of OSI layers with defining 

specific functions.  

 

 
Layer 1 Physical 

 This layer transmits raw bits over a communication channel. The Physical layer 

defines the how a physical medium or cable is connected to the network. 

 It defines the characteristics of the connectors, data transmission rates and 

distances, and the interface voltages. 

Devices: Hubs, Hardware, Ethernet, bus or Token ring 

 

Layer 2 Data Link 

 This layer groups zeros and ones in to frames. A frame is a series of bits that 

forms a unit of data.  

 The Data Link layer also defines the topology of the network (bus, star, dual ring, 

and so on).  

 Flow control at the Data Link layer is defined for transmitting and receiving 

frames sequentially and error control mechanism is used for detect and correct 

errors in the data communication. 
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Layer 3 Network 

 

 The Network layer defines routing services that allow multiple data links to be 

combined into an internetwork.  

 The Network layer defines network-addressing schemes that logically identify 

network devices.  

 The most common network addressing protocols are IP, IPX, and AppleTalk. 

Typical routing protocols that run at this level are RIP, OSPF, IGRP, and NLSP. 

Layer 4 Transport 

 

 The Transport layer is responsible for reliable end to end data transfer. Hence 

optimum utilization of network resources. 

  The transport layer performs the service of sending and receiving of data to 

session layer.  

 It also provides flow control, sequence numbering and message 

acknowledgement. .  

 The most common transport protocols are IP, IPX, Routing protocols, ARP. 

 

Layer 5 Session 

 

 The session layer is responsible for creating, managing and termination sessions 

that are used by entities at the presentation layer.  

 The session layer is responsible for coordinating the service requests and 

responses generated and received by a station when it is communication with 

other entities on the internetwork. 

 

Layer 6 Presentation 

 

 The Presentation layer is responsible for encoding and decoding data that is 

passed from the application layer to another station on the internetwork.  

 This layer is responsible for encoding data in a format that the receiving station 

can interpret and for decoding data received from other stations.  

 Data compression and encryption are accomplished at this layer. Typical coding 

schemes include ASCII, EBCDIC, MPEG, GIF, and JPEG. 

 

Layer 7 Application 

 

 The Application layer provides the interface to the user. Any user application 

that requires network communication accesses the communication resources 

through this layer.  

 This layer also is responsible for finding and determining the availability of 

communication partners. Typical protocol used in the TCP/IP protocols is Simple 

Mail Transfer Protocol (SMTP), Telnet, and File Transfer Protocol (FTP). 
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2.2. 802.X Protocols: 

4. Explain 802.x Protocols 

 802 is the standard for LAN network formulated by IEEE. It deals with local area 

networks and metropolitan area networks.  

 In IEEE 802 divides the Data link layer into two sub layers logical link control and 

media access control. The following standards are used for 802 protocols 

 802.3-CSMA/CD-bus (Ethernet) 

 802.4-Token bus 

 802.5-Token Ring 

802.11- Wireless LAN  

 

These MAC Protocols are concerned with the transportation of packets from one node to 

another on a single network segment. 

--------------------------------------------------------------------------------------------------------------------------------------- 

5. Explain the Concepts and PDU format of CSMA/CD (802.3) 

 

CARRIER SENSE MULTIPLE ACCESS WITH COLLISION DETECTION (CSMA/CD)  

 

 Ethernet uses carrier sense multiple access with collision detection (CSMA/CD) as 

the method of medium access, and has been standardized by the IEEE. The frame 

format can be seen below.  

 The basic idea behind CSMA/CD is that a station needs to be able to receive while 

transmitting to detect a collision. When there is no collision, the station receives 

one signal: its own signal. When there is a collision, the station receives two 

signals: its own signal and the signal transmitted by a second station.  

FRAME FORMAT  

 

 The Ethernet frame contains seven fields: preamble, SFD, DA, SA, length or type 

of protocol data unit (PDU), upper-layer data, and the CRC.  

 Ethernet does not provide any mechanism for acknowledging received frames, 

The format of the MAC frame is shown in Figure  
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 Preamble. The first field of the 802.3 frame contains 7 bytes (56 bits) of 

alternating Os and is that alerts the receiving system to the coming frame and 

enables it to synchronize its input timing. The preamble is actually added at the 

physical layer and is not (formally) part of the frame.  

 Start frame delimiter (SFD). The second field signals the beginning of the frame.  

 Destinations address (DA). The DA field is 6 bytes and contains the physical 

address of the destination station or stations to receive the packet.  

 Sources address (SA). The SA field is also 6 bytes and contains the physical 

address of the sender of the packet.  

 Length or type. This field is defined as a type field or length field. The IEEE 

standard used it as the length field to define the number of bytes in the data field.  

 Data. This field carries data encapsulated from the upper-layer protocols. It is a 

minimum of 46 and a maximum of 1500 bytes.  

 Frame check sequence (FCS) - Is filed by the source station with a calculated cyclic 

redundancy check for error detection such as find whether the frames are lost or 

damaged.  

-------------------------------------------------------------------------------------------------------------------------------------- 

6. Explain the concept of Token bus (802.4) 

 A token bus network is much like a token-ring network except that the ends of 

the network do not meet to form the ring. Instead, the network is still 

terminated at both ends. 

 A token is still required before a node can use the network. Like in a token-ring, 

it needs to include the address of the destination along with the data it needs to 

send. Although in the token bus, it implements a virtual ring on the coaxial cable. 

 
 

 Token bus was standardized by IEEE standard 802.4. It is mainly used for industrial 

applications. Token bus was used by Motors for their Manufacturing Automation 

Protocol (MAP) standardization effort.  

 

---------------------------------------------------------------------------------------------------------------------------------------- 
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7. Explain the concept of Token Ring (802.5) 

 A token ring network is a local area network (LAN) topology where 

nodes/stations are arranged in a ring topology.  

 Data passes sequentially between nodes on the network until it returns to the 

source station.  

 To prevent congestion and collision, a token ring topology uses a token to ensure 

that only one node/station on the line is used at a time. 

 
The token ring LAN process is processed by the following sequence of events: 

 

 A token continually circulates inside the token ring LAN 

 To transmit a message, a node inserts a message and destination address inside 

an empty token. 

 The token is examined by each successive node.  

 The destination node copies the message data and returns the token to the 

source with the source address and a data receipt message. 

 The source receives the returned token, verifies copied and received data and 

empties the token. 

 The empty token now changes to circulation mode, and the process continues. 

 

----------------------------------------------------------------------------------------------------------------------------------- 

8. Explain Ethernet and its types 

Ethernet 

 Ethernet is the most popular physical layer LAN technology in use today. It defines 

the number of conductors that are required for a connection, and provides the 

framework for data transmission.  

 A standard Ethernet network can transmit data at a rate up to 10 Megabits per 

second (10 Mbps).  
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Types of Ethernet 

10BASE5: THICK ETHERNET  

 The first implementation is called 10Base5, thick Ethernet, or Thicknet.  

 10BaseS was the first Ethernet specification to use a bus topology with an 

external transceiver (transmitter/receiver) connected via a tap to a thick coaxial 

cable. The maximum length of the coaxial cable must not exceed 500 m.  

 The second implementation is called 10Base2, thin Ethernet, or Cheapernet. 

10Base2 also uses a bus topology, but the cable is much thinner and more flexible.  

10BASE-T: TWISTED-PAIR ETHERNET  

 The third implementation is called 10Base-T or twisted-pair Ethernet. 1OBase-T 

uses a physical star topology. 

  The stations are connected to a hub via two pairs of twisted cable. Note that two 

pairs of twisted cable create two paths (one for sending and one for receiving) 

between the station and the hub.  

10BASE-F: FIBER ETHERNET  

 The most common fiber Ethernet is called 10Base-F. 10Base-F uses a star topology 

to connect stations to a hub. 

  The stations are connected to the hub using two fiber-optic cables.  

FAST ETHERNET  

 Fast Ethernet was designed to compete with LAN protocols such as FDDI or Fiber 

Channel (or Fibre Channel, as it is sometimes spelled).  

 IEEE created Fast Ethernet under the name 802.3u. Fast Ethernet is backward-

compatible with Standard Ethernet, but it can transmit data 10 times faster at a 

rate of 100 Mbps.  

The goals of Fast Ethernet can be summarized as follows:  

1. Upgrade the data rate to 100 Mbps.  

2. Make it compatible with Standard Ethernet.  

3. Keep the same 48-bit address.  

4. Keep the same frame format.  

5. Keep the same minimum and maximum frame lengths.  

GIGABIT ETHERNET  

 The need for an even higher data rate resulted in the design of the Gigabit 

Ethernet protocol (1000 Mbps). 

  The IEEE committee calls the Standard 802.3.  

The goals of the Gigabit Ethernet design can be summarized as follows:  

1. Upgrade the data rate to 1 Gbps.  

2. Make it compatible with Standard or Fast Ethernet.  

3. Use the same 48-bit address.  

4. Use the same frame format.  

5. Keep the same minimum and maximum frame lengths.  

6. To support auto negotiation as defined in Fast Ethernet.  
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TEN-GIGABIT ETHERNET  

The IEEE committee created Ten-Gigabit Ethernet and called it Standard 802.3. 63  

The goals of the Ten-Gigabit Ethernet design can be summarized as follows:  

1. Upgrade the data rate to 10 Gbps.  

2. Make it compatible with Standard, Fast, and Gigabit Ethernet.  

3. Use the same 48-bit address.  

4. Use the same frame format.  

5. Keep the same minimum and maximum frame lengths.  

6. Allow the interconnection of existing LANs into a metropolitan area network (MAN)  

or a wide area network (WAN).  

7. Make Ethernet compatible with technologies such as Frame Relay and ATM. 

----------------------------------------------------------------------------------------------------------------------------------- 

9. Explain the comparison between 802.3, 802.4 AND 802.5 

Standard specification  802.3  802.4  802.5  

Structure  Size of the frame 
format is 1572 bytes  

Size of the frame 
format is 8202 bytes  

Variable size  

Data field  Size of the field is 0 to 
1500 bytes  

Size of the data field is 
0 to 8182 bytes  

No limit  

Priority  No priorities  Supports priorities  Priorities possible  

Frame Requirement  Minimum frame short 
required is 64 bytes  

It can handle short 
minimum frames  

it support frames  

Efficiency and 
throughput  

Efficiency decrease 
and collision affects 
the throughput  

It can handle short 
minimum frames  

It supports frames.  

Modem  Modems are not 
required  

Modems are required  Modems are required  

Protocol  Protocol is simple 
complex  

Protocol is extremely 
complex  

Protocol is moderately 
complex  

 

------------------------------------------------------------------------------------------------------ 

2.3. FDDI 

10. Explain Fiber Distributed Data Interface (FDDI) in detail 

 

Fiber Distributed Data Interface  

 The Fiber Distributed Data Interface (FDDI) specifies a 100-Mbps token-passing, 

dual-ring LAN using fiber-optic cable. FDDI is frequently used as high-speed 

backbone technology because of its support for high bandwidth and greater 

distances than copper. 

FDDI Specifications  

 FDDI specifies the physical and media-access portions of the OSI reference model. 

FDDI is not actually a single specification, but it is a collection of four separate 

specifications, each with a specific function. 
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FDDI's four specifications are the Media Access Control (MAC), Physical Layer Protocol 

(PHY), Physical-Medium Dependent (PMD), and Station Management (SMT) 

specifications 

 The MAC specification defines how the medium is accessed, including frame 

format, token handling, addressing, algorithms for calculating cyclic redundancy 

check (CRC) value, and error-recovery mechanisms.  

 The PHY specification defines data encoding/decoding procedures, clocking 

requirements, and framing, among other functions.  

 The PMD specification defines the characteristics of the transmission medium, 

including fiber-optic links, power levels, bit-error rates, optical components, and 

connectors.  

 The SMT specification defines FDDI station configuration, ring configuration, and 

ring control features, including station insertion and removal, initialization, fault 

isolation and recovery, scheduling, and statistics collection.  

 

FDDI Frame Format  

 
 

FDDI Frame Fields  

The following descriptions summarize the FDDI data frame and token fields illustrated in 

the above figure.  
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 Preamble - Gives a unique sequence that prepares each station for an upcoming 

frame.  

 Starts delimiter - Indicates the beginning of a frame by employing a signaling 

pattern that differentiates it from the rest of the frame.  

 Frame control - Indicates the size of the address fields and whether the frame 

contains asynchronous or synchronous data, among other control information.  

 Destination address - Contains a unicast (singular), multicast (group), or 

broadcast (every station) address. As with Ethernet and Token Ring addresses, 

FDDI destination addresses are 6 bytes long.  

 Source address - Identifies the single station that sent the frame. As with 

Ethernet and Token Ring addresses, FDDI source addresses are 6 bytes long.  

 Data - Contains either information destined for an upper-layer protocol or control 

information.  

 Frame check sequence (FCS) - Is filed by the source station with a calculated 

cyclic redundancy check value dependent on frame contents (as with Token Ring 

and Ethernet). The destination address recalculates the value to determine 

whether the frame was damaged in transit. If so, the frame is discarded.  

 End delimiter - Contains unique symbols; cannot be data symbols that indicate 

the end of the frame.  

 FRAME STATUS Allows the source station to determine whether an error 

occurred; identifies whether the frame was recognized and copied by a receiving 

station.  

ADVANTAGES OF FDDI  

 Token passing topology  

 High speed fiber optic transmission  

 Fiber optic cabling is more secure than copper wire  

 It can send data for larger distances than Token Ring or Ethernet  

 FDDI supports real-time allocation of network bandwidth.  

 FDDI has a dual ring that is fault-tolerant. The benefit here is that if a station on 

the ring fails or if the cable becomes damaged, the dual ring is automatically 

doubled back onto itself into a single ring.  

DISADVANTAGES OF FDDI  

 High Cost  

 Distance limitations improve over other LANs, too limiting for WANs  

 Difficult for multiple ring failures.  

 As the network grows, this possibility grows larger and larger.  

 The uses of fiber optic cables are expensive.  

2.4 Switching 

11. Explain the concept of switching and its types 

Switching  
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   A switched network consists of a series of interlinked nodes, called switches. 

Switches are devices capable of creating temporary connections between two or more 

devices linked to the switch. In a switched network, some of these nodes are connected 

to the end systems (computers or telephones, for example). Others are used only for 

routing.  

 Traditionally, three methods of switching have been important:  

 Circuit switching 

 Packet switching 

 Message switching  

 

Circuit switching 

 

 A circuit-switched network consists of a set of switches connected by physical links. A 

connection between two stations is a dedicated path made of one or more links. 

However, each connection uses only one dedicated channel on each link. 

 
 The end systems, such as computers or telephones, are directly connected to a 

switch. We have shown only two end systems for simplicity.  

 When end system A needs to communicate with end system M, system A needs to 

request a connection to M that must be accepted by all switches as well as by M 

itself. This is called the setup phase;  

 A circuit (channel) is reserved on each link, and the combination of circuits or 

channels defines the dedicated path.  

 After the dedicated path made of connected circuits (channels) is established, 

data transfer can take place. After all data have been transferred, the circuits are 

tom down. 
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Packet switching 

 

 In data communications, we need to send messages from one end system to 

another.  

 If the message is going to pass through a packet-switched network, it needs to be 

divided into packets of fixed or variable size. The size of the packet is determined 

by the network and the governing protocol. 

 In packet switching, there is no resource allocation for a packet. This means that 

there is no reserved bandwidth on the links 

 
 In this example, all four packets (or datagram) belong to the same message, but 

may travel different paths to reach their destination.  

 This is so because the links may be involved in carrying packets from other 

sources and do not have the necessary bandwidth available to carry all the 

packets 

 

Message switching  

 Each message is treated as a separate entity. Each message contains addressing 

information, and at each switch this information is read and the transfer path to 

the next switch is decided. 

  Depending on network conditions, a conversation of several messages may not 

be transferred over the same path.  
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 Each message is stored (usually on hard drive due to RAM limitations) before 

being transmitted to the next switch. 

  Because of this it is also known as a 'store-and-forward' network.  

 Email is a common application for message switching.  

 

----------------------------------------------------------------------------------------------------------------------------------------------------- 

2.5 INTEGRATED SERVICES DIGITAL NETWORK (ISDN) 

12. Explain the concept of ISDN in detail 

ISDN 

 Integrated Services Digital Network (ISDN) is a set of communication standards 

for simultaneous digital transmission of voice, video, data, and other network 

services over the traditional circuits of the public switched telephone network.  

 The key feature of ISDN is that it integrates speech and data on the same lines, 

adding features that were not available in the classic telephone system.  

 The ISDN standards define several kinds of access interfaces, such as Basic Rate 

Interface (BRI), Primary Rate Interface (PRI), Narrowband ISDN (N-ISDN), and 

Broadband ISDN (B-ISDN).  

 

ISDN INTERFACES  

BASIC RATE INTERFACE  

 The entry level interface to ISDN is the Basic Rate Interface (BRI), a 128 kbit/s 

service delivered over a pair of standard telephone copper wires.  

 The 144 kbit/s payload rate is broken down into two 64 kbit/s bearer channels ('B' 

channels) and one 16 kbit/s signaling channel ('D' channel or data channel).  

PRIMARY RATE INTERFACE  

 The other ISDN access available is the Primary Rate Interface (PRI), which is 

carried over an E1 (2048 kbit/s) in most parts of the world.  

 An E1 is 30 'B' channels of 64 kbit/s, one 'D' channel of 64 kbit/s and a timing and 

alarm channel of 64 kbit/s. 

  

Narrowband ISDN 

 N-ISDN (Narrowband Integrated Switch digital Network) was an attempt to 

replace the analog telephone system with a digital one.  

 It generally uses 64 kbit/s channel as the basic unit of switching. It has a circuit 

switching orientation. 

 It describes telecommunication that carries voice information in a narrow band of 

frequencies. 

 

 

 

 

https://en.wikipedia.org/wiki/Narrowband
https://en.wikipedia.org/wiki/Analog_signal
https://en.wikipedia.org/wiki/Digital_telephony
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Broad band ISDN 

 

 BISDN is both a concept and a set of services and developing standards for 

integrating digital transmission services in a broadband network of fiber optic and 

radio media. 

 It is the next-generation of ISDN technology, with promised bandwidths from 150 

megabits per second upward, sufficient to carry video-phone calls and movies.  

 BISON will be carried over FIBRE-OPTIC cabling rather than wire. 

 

PROTOCOL STRUCTURE OF B-ISDN  

 

 Broadband ISDN protocol reference model is based on the ATM reference model. 

ATM adaption layer is responsible for mapping the service offered by ATM to the 

service expected by higher layers.  

 ATM layer is independent of the physical medium over which transmission is to 

take place. 

 
 Physical layer consists of two sub layers Transport convergence and physical 

medium.  

 The control plane is responsible for the supervision of connections including call 

set up, call release and maintenance.  

 The User plane provides for the Transfer of user information. It also includes 

mechanisms to perform error recovery and flow control. 

--------------------------------------------------------------------------------------------------------------------------------------------------- 

 

 

 

 

 

 

http://searchtelecom.techtarget.com/definition/broadband
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M242 – COMPUTER NETWORS AND SECURITY 

UNIT - III TCP/IP SUIT  

1. Explain TCP/IP vs. OSI / Explain the functions of TCP/IP Layers 

 TCP/IP (transmission control protocol/Internet protocol) is the suite of communications 

protocols that is used to connect hosts on the Internet and on most other computer 

networks as well.  

 
 The two main protocols in the Transport layer of TCP/IP protocol suite are 

Transport Control Protocol (TCP) and User Datagram Protocol (UDP).  

 The TCP ensures that the communication between the sender and the receiver is 

reliable, error – free and in sequence.  

 The IP layer sends the individual data grams through various routers, choosing a 

path for each datagram each time.  

 The TCP is responsible for checking any errors, reporting them and 

acknowledging the correct delivery of data grams. Whereas the UDP does not 

offer reliability, therefore faster. 

Functions of TCP/IP Layers 

Network Interface Layer 

 The Network Interface layer (also called the Network Access layer) is responsible 

for placing TCP/IP packets on the network medium and receiving TCP/IP packets.  

 TCP/IP can be used to connect differing network types. These include LAN 

technologies such as Ethernet and Token Ring and WAN technologies such as X.25 

and Frame Relay.  

 The Network Interface layer encompasses the Data Link and Physical layers of the 

OSI model.  

Internet Layer 

The Internet layer is responsible for addressing, packaging, and routing functions. The 

core protocols of the Internet layer are IP, ARP, ICMP, and IGMP. 
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 The Internet Protocol (IP) is a routable protocol responsible for IP addressing, 

routing, and the fragmentation and reassembly of packets. 

 The Address Resolution Protocol (ARP) is responsible for the resolution of the 

Internet layer address to the Network Interface layer address such as a hardware 

address. 

 The Internet Control Message Protocol (ICMP) is responsible for providing 

diagnostic functions and reporting errors due to the unsuccessful delivery of IP 

packets. 

 The Internet Group Management Protocol (IGMP) is responsible for the 

management of IP multicast groups. 

 

Transport Layer 

The Transport layer (also known as the Host-to-Host Transport layer) is responsible for 

providing the Application layer with session and datagram communication services. The 

core protocols of the Transport layer are Transmission Control Protocol (TCP) and 

the User Datagram Protocol (UDP). 

 TCP provides a one-to-one, connection-oriented, reliable communications service.  

 UDP provides a one-to-one or one-to-many, connectionless, unreliable 

communications service. UDP is used when the amount of data to be transferred 

is small. 

Application Layer 

The Application layer provides applications the ability to access the services. There are 

many Application layer protocols and new protocols are always being developed. 

The most widely-known Application layer protocols are those used for the exchange of 

user information: 

 The Hypertext Transfer Protocol (HTTP) is used to transfer files that make up the 

Web pages of the World Wide Web. 

 The File Transfer Protocol (FTP) is used for interactive file transfer. 

 The Simple Mail Transfer Protocol (SMTP) is used for the transfer of mail 

messages and attachments. 

 Telnet, a terminal emulation protocol, is used for logging on remotely to network 

hosts. 

Additionally, the following Application layers protocols help facilitate the use and 

management of TCP/IP networks: 

 The Domain Name System (DNS) is used to resolve a host name to an IP address. 

 The Routing Information Protocol (RIP) is a routing protocol that routers use to 

exchange routing information on an IP internetwork. 

 The Simple Network Management Protocol (SNMP) is used between a network 

management console and network devices (routers, bridges, intelligent hubs) to 

collect and exchange network management information. 

---------------------------------------------------------------------------------------------------------------------------------------- 
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2. Explain Connection Oriented and Connectionless Services 

 

Connection Oriented Service 

In connection oriented service we have to establish a connection before starting the 

communication.  

The following steps are performed in connection oriented service  

1. Connection is established.  

2. Send the message or the information  

3. Release the connection.  

 

 Connection oriented service is more reliable than connectionless service. Example 

of connection oriented is TCP (Transmission Control Protocol) protocol.  

 It is similar to the postal services, as it carries the full address where the message 

(letter) is to be carried. Each message is routed independently from source to 

destination.  

Connectionless Oriented Service 

 

 In connectionless service the data is transferred in one direction from source to 

destination without checking that destination is still there or not or if it prepared 

to accept the message.  

 Authentication is not needed in this. Example of Connectionless service is UDP 

(User Datagram Protocol) protocol. 

------------------------------------------------------------------------------------------------------------------------------------- 

3. Explain the comparison between Connection & Connectionless Service 

 

Connection oriented service  Connectionless service  

Authentication is required  No need for authentication  

Makes a connection and checks whether  
Message is received or not, if not it 
resends the message again.  

It does not guarantees the delivery  

More reliable  Unreliable  

Stream based  Message based  

 

----------------------------------------------------------------------------------------------------------------------------------------------- 

4. Explain Socket in detail 

 

Sockets  

Applications running on different computers or devices communicate with the help of 

TCP with the concept called PORT. For example the various protocols in application layer 

use the respective ports:  

FTP: 20 and 21  

SMTP: 25  
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HTTP: 80  

A port identifies a single application on a single computer. The term socket address or 

simply socket is used to identify the IP address and the port number concatenated 

together. 

 
 

 

IP address + Port number = Socket 80  

 

For eg:  

IP address Port number Socket address  

200.23.56.8 + 69     -   200.23.56.8:69 

----------------------------------------------------------------------------------------------------------------- 

5. Explain the concept of Transport Layer Protocol  

• In the TCP/IP protocol suite, there are two major transport protocols: 

Transmission control protocol (TCP) and user datagram protocol (UDP).  

 
 

Basic Features  

• TCP provides connection-oriented communication (virtual circuit connection, like 

telephone communication). It manages a point-to-point and full-duplex connection for an 

application between two computers:  

• creates a connection before communication;  

• sends and receives data over this connection;  

• closes a connection after communication.  

• TCP guarantees reliable data delivery. The TCP recipient will receive data in a correct 

order without data loss or error.  
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Format of a TCP segment / TCP Header: 

 

 
Source Port: 16 bits, the source port number. 

Destination Port: 16 bits, the destination port number. 

Sequence Number: 32 bits, the sequence number of the first data octet in this segment  

Acknowledgment Number: 32 bits, If the ACK control bit is set this field contains the  

     Value of the next sequence number  

Reserved: 6 bits, reserved for future use.  Must be zero. 

Code Bits: 6 bits (from left to right): 

    URG:  Urgent Pointer field significant 

    ACK:  Acknowledgment field significant 

    PSH:  Push Function 

    RST:  Reset the connection 

    SYN:  Synchronize sequence numbers 

    FIN:  No more data from sender 

Window: 16 bits, the size of the sliding window for transferring data bits. 

Checksum: 16 bits, the checksum field is the 16 bit for providing error free data 

Urgent Pointer: 16 bits, it points to the sequence number of the urgent data.   

 ----------------------------------------------------------------------------------------------------------------------------------------- 

6. Explain the concept of User Datagram Protocol (UDP)  

– UDP is another popular transport protocol.  

– Basic Properties of UDP  

• UDP is a connectionless transport protocol.  

  – A UDP application sends messages without establishing and then closing a  

  connection.  

  – UDP has a smaller overhead then TCP, especially when the total size of the  

  messages is small.  

• UDP does not guarantee reliable data delivery.  

  – UDP messages can be lost or duplicated, or they may arrive out of order; and 

  they can arrive faster than the receiver can process them.  
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  – The application programmers using UDP have to consider and tackle these  

  issues themselves.  

• UDP has no mechanism for flow control.  

• Difference between UDP and IP  

– UDP distinguishes among applications within a given host via the destination port 

number; an IP datagram only identifies a destination host via the IP address.  

 

Format of a UDP segment / UDP Header: 

 

Source Port Number: The first 16 bits of the UDP header contain the port number of the 
application sending the data. 

Destination Port Number: The next 16 bits contain the port number of the application 
that receives this data. 

Message Length: The next 16 bits identify how long the datagram is in bits. 

Checksum: 16 bits, the checksum field is the 16 bit for providing error free data. 

-------------------------------------------------------------------------------------------------------------------------------------------- 

 

7. Explain network layer protocols and its types 

Network Layers Protocol:  

The various protocols at network layer of TCP/IP protocol suite are  

 IGMP  

 ICMP  

 ARP  

 RARP  

 

 IGMP  
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 The Internet Group Management Protocol (IGMP) is an Internet protocol that 

provides that manages group membership. The IGMP protocol gives the multicast 

routers information about the membership status of hosts (routers) connected to 

the network. .  

 IGMP is a companion to the IP protocol  

 IGMP is a group management protocol. It helps a multicast router create and 

update a list of loyal members related to each router interface  

 

ICMP  

 The Internet Control Message Protocol (ICMP) is one of the main protocols of the 

Internet Protocol Suite.  

 The IP protocol delivers the datagram form source to destination. The IP Protocol 

has no error reporting or error correcting mechanism, it is an unreliable protocol.  

 If any error occurs in reaching the destination that error situation is handled by 

ICMP. So it is called the companion to IP protocol.  

 It is used by network devices, like routers, to send error messages indicating, for 

example, that a requested service is not available or that a host or router could 

not be reached. 

 ICMP messages are divided into two broad categories: error-reporting messages 
and query messages.  

 The error-reporting messages report problems that a router or a host 
(destination) may encounter when it processes an IP packet.  

 The query messages, which occur in pairs, help a host or a network manager get 

specific information from a router or another host. 

 Error reporting –ICMP only reports the error, but do not correct the error. The 
error correction is handled by higher llevel protocols.  

 Five type of error are handled: 

 

 
Destination unreachable – When a router cannot route a datagram the host sends a 

destination unreachable message.  

 

 Source quench – This means the source host does not know the about the traffic 

whether routers between the source and destination  
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 Time exceeded –Time delay occurs for sending data grams then time exceeded message 

is reported.  

 Parameter Problem – If any router or destination host discovers any missing parameters 

in datagram, it discards the datagram and sends a parameter-problem message back to 

the source.  

 Redirection – Redirecting the data grams to the destination host with the help of static 

routing.  

 

Query  

Apart from error reporting, ICMP can diagnose network problems. This is accomplished 

by the query messages. 

 

ARP  

Address Resolution Protocol (ARP) is a protocol for mapping an Internet Protocol 

address (IP address) to a physical machine address that is recognized in the local 

network. A table, usually called the ARP cache, is used to maintain a correlation between 

each MAC address and its corresponding IP address. 
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RARP  

The Reverse Address Resolution Protocol (RARP) is an network layer protocol used by a 

client computer to request its Internet Protocol(IPv4) address from a computer network, 

when all it has available is its link layer or hardware address, such as a MAC address. 

 

 

 

 
----------------------------------------------------------------------------------------------------------------------------------------------------- 

3.3. IP Addressing: 

 

8. Explain the concept of IP Addressing in detail 

An Internet Protocol address (IP address) is a numerical label assigned to each device 

(e.g., computer, printer) participating in a computer network that uses the Internet 

Protocol for communication.  
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The two most common versions of IP in use today are Internet Protocol version 4 (IPv4) 

and Internet Protocol version 6 (IPv6). Both IPv4 and IPv6 addresses come from finite 

pools of numbers. For IPv4, this pool is 32-bits (232) in size and contains 4,294,967,296 

IPv4 addresses. 

 

Dot-decimal notation  

Dot-decimal notation is a presentation format for numerical data. It consists of a string of 

decimal numbers, each pair separated by a full stop (dot).  

Example: 

 
Classes of IP address:  

• divided into 5 classes  

– class A: start with 0, then 7-bit code  

• 224 = 16,777,216 hosts in subnetwork  

– class B: start with 10, then 14-bit code  

• 216 = 65,536 hosts in subnetwork  

– class C: start with 110, then 21-bit code  

• 28 = 256 hosts in subnetwork  

– class D: start with 1110  

• used for multicasting  

– class E: start with 11110  

• reserved for future use  

• IPv6 extends address size to 128 bits  

– extensions support authentication, data integrity, confidentiality  
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Classes of IP Address 

----------------------------------------------------------------------------------------------------------------------------------------------------- 

9. Explain Subnetting in detail 

 A subnetwork or subnet is a logical subdivision of an IP network. The practice of 

dividing a network into two or more networks is called subnetting.  

 In general the IP address is a two-level hierarchy with Network id and Host id.  

  When subnetting the larger network the IP address consists of Network id,Subnet 

  id and Host id thus forming the three-level hierarchy.  

 Subnet mask: Subnet mask is a 32 bits long address used to distinguish between 

network address and host address in IP address. Subnet mask is always used with 

IP address. Subnet mask has only one purpose, to identify which part of an IP 

address is network address and which part is host address.  

For example how will we figure out network partition and host partition from IP address 

192.168.1.10 ? Here we need subnet mask to get details about network address and host 

address.  

In decimal notation subnet mask value is from 1 to 255 represent network address and 

value 0 represent host address.  

In binary notation subnet mask ON bit 1 represent network address while OFF bit[0] 

represent host address.  

In decimal notation  

IP address 192.168.1.10  

Subnet mask 255.255.255.0  

Network address is 192.168.1 and host address is 10.  

In binary notation  

IP address 11000000.10101000.00000001.00001010  

Subnet mask 11111111.11111111.11111111.00000000  

Network address is 11000000.10101000.00000001 and host address is 00001010 
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------------------------------------------------------------------------------------------------------------------------------ 

10. Explain supernetting in detail 

Supernetting  

 Supernetting is the opposite of Subnetting. In subnetting, a single big network is 

divided into multiple smaller subnetworks.  

 In Supernetting, multiple networks are combined into a bigger network termed as 

a Supernetwork or Supernet.  

 Supernetting is used in route aggregation to reduce the size of routing tables and 

routing table updates.  

 
Supernetwork 

------------------------------------------------------------------------------------------------------------------------------------- 

11. Explain VLSM technique in detail 

Variable Length Subnet Mask (VLSM) extends classic Subnetting. VLSM is a process of 

breaking down subnets into the smaller subnets, according to the need of individual 

networks.  

VLSM allows us to divide an IP address space into a hierarchy of subnets of different 

sizes, making it possible to create subnets with very different host counts without 

wasting large numbers of addresses. 
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VLSM Example 

---------------------------------------------------------------------------------------------------------------------------------------------------- 

12. Explain IPV6 in detail 

IPV6  

 In order to communicate over the Internet, computers and other devices must 

have sender and receiver addresses. These numeric addresses are known as 

Internet Protocol addresses.  

 IPv6 is the Internet's next-generation protocol, designed to replace the current 

Internet Protocol, IP Version 4.  

 Internet Protocol version 6 (IPv6) is the most recent version of the Internet 

Protocol (IP), the communications protocol that provides an identification and 

location system for computers on networks and routes traffic across the Internet.  

 Compared to IPv4, the most obvious advantage of IPv6 is its larger address space. 

The most obvious improvement in IPv6 over IPv4 is that IP addresses are 

lengthened from 32 bits to 128 bits. 

 

------------------------------------------------------------------------------------------------------------------------------------ 

 

 

3.4 Application Layer Protocols  

The various protocols in application layer are :  

FTP  

Telnet  

SMTP  

HTTP  

DNS  

POP 
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13. Explain File Transfer Protocol (FTP) in detail 

FTP  

 The File Transfer Protocol (FTP) is a standard network protocol used to transfer 

computer files between a client and server on a computer network.  

 FTP is built on client-server model architecture and uses separate control and data 

connections between the client and the server. 

 It is a standard mechanism provided by TCP/IP for copying file from one host to 

another. FTP uses the services of TCP. It needs two TCP connections. The well-

known port 21 is used for the control connection and the well-known port 20 for 

the data connection. 

 
 FTP presents the user with a prompt and allows entering various commands for 

accessing and downloading files that physically exist on a remote computer.  

 After invoking an FTP application, The user identifies a remote computer and 

instructs FTP to establish a connection with it.  

 FTP contacts the remote computer using the TCP/IP software.  

 Once the connection is established, the user can choose to download a file from 

the computer or the user can send a file from his computer to be stored on the  

  remote computer. 

 

---------------------------------------------------------------------------------------------------------------------------------------------- 

 

 

14. Explain Telnet protocol 

Telnet  

 TELNET is a general-purpose client-server application program. TELNET enables 

the establishment of a connection to a remote system in such a way that the local 

terminal appears to be a terminal at the remote system.  

 TELNET has two parts, the client and server.  

 The client portion of TELNET software resides on an end user’s machine, and the 

server portion resides on a remote server machine.  
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 This server is the TELNET server, which provides an interactive terminal session to 

execute commands on the remote host.  

 In timesharing systems, all users log into the centralized server and uses its 

resources. This is called local login. 

 

 
 A user’s terminal sends the commands entered by the user from the terminal is 

carried to the terminal driver which is running on the server and it is the part of 
the server machine operating system.  

 The terminal driver then sends the requests to the appropriate module of the 
server operating system.  

 The operating system then processes this commands and invokes the appropriate 

application program, which executes on the server machine and the result is send 

back to the terminal. 

-------------------------------------------------------------------------------------------------------------------------------------- 

15. Explain SMTP Protocol in detail 

 Simple Mail Transfer Protocol (SMTP) is used to send mail across the internet. 

 The TCP/IP protocol that supports electronic mail on the internet is called SMTP. It 

is the system for sending messages to other computer users based on e-mail 

addresses. SMTP provides for mail exchange between users on the same or 

different computers and supports:  

1. sending single message to one or more recipients.  

2. sending messages that include text,voice,video or graphics.  

3. sending messages to users on networks outside the internet.  
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 UA - users agent. This is the program a user will use to type e-mail. It usually 

incorporates an editor for support. The user types the mail and it is passed to the 

sending MTA.  

 MTA - Message transfer agent is used to pass mail from the sending machine to 

the receiving machine. There is a MTA program running on both the sending and 

receiving machine. 

-------------------------------------------------------------------------------------------------------------------------------------- 

 

16. Explain HTTP Protocol in detail 

 One of the application layer protocol is HTTP. Hyper Text Transfer Protocol. HTTP 

is the underlying protocol used by the World Wide Web and this protocol defines 

how messages are formatted and transmitted, and what actions Web servers and 

browsers should take in response to various commands.  

 For example, when a URL is entered from a client browser, this actually sends an 

HTTP command to the Web server directing it to fetch and transmit the requested 

Web page. Some of the HTTP commands are: GET,HEAD,PUT,POST,DELETE,LINK 

 
------------------------------------------------------------------------------------------------------------------------------------------------ 
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17.  Explain Domain Name System 

 

A simple idea in identifying computer networks and computers on those networks by 

some name is the basis for domain names.  

Domain name is a name given to a group of computers that are called by single name is 

called Domain.  

These Domain names are to be translated to its respective IP addresses because this IP 

address is handled by the TCP/IP or the internet understands while sending and receiving 

any messages. This translation is handled by DNS.  

The Domain Name System (DNS) is basically a large database which resides on various 

computers and it contains the names and IP addresses of various hosts on the internet 

and various domains. 

 

Every domain name has a suffix that indicates which top level domain (TLD) it belongs to. 

There are only a limited number of such domains. For example:  

 gov - Government agencies  

 edu - Educational institutions  

 org - Organizations (nonprofit)  

 mil - Military  

 com - commercial business  

 net - Network organizations  

 ca - Canada  

 in – India  

 

Because the Internet is based on IP addresses, not domain names, every Web server 

requires a Domain Name System (DNS) server to translate domain names into IP 

addresses. 

 

 
----------------------------------------------------------------------------------------------------------------------------------------- 
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18. Explain Post Office Protocol (POP) in detail 

The Post Office Protocol (POP3) is an Internet standard protocol used by local email 

software clients to retrieve emails from a remote mail server over a TCP/IP connection.  

Email servers hosted by Internet service providers also use POP3 to receive and hold 

emails intended for their subscribers.  

Periodically, these subscribers will use email client software to check their mailbox on the 

remote server and download any emails addressed to them.  

Once the email client has downloaded the emails, they are usually deleted from the 

server, although some email clients allow users to specify that mails be copied or saved 

on the server for a period of time.  

Email clients generally use the well-known TCP port 110 to connect to a POP3 server.  

The following picture depicts the sequence of actions be, while retrieving mail from the 

mail server by the user computer 

 
----------------------------------------------------------------------------------------------------------------------------------------------------- 
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M242 – COMPUTER NETWORS AND SECURITY 
 

UNIT - IV NETWORK SECURITY 

 
 Introduction to Network security: 

 
1. Define network security and explain the needs for network security 

• Network security means to protect your computer system from unwanted 

damages caused due to network. 

• One of the major reasons for such damages is the viruses and spywares. 

• The people who intentionally put such software on the network are called 

Hackers. So the network needs security against attackers and hackers. 

• Network Security includes two basic securities. The first is the security of data 

information i.e. to protect the information from unauthorized access and loss. 

• Second is computer security i.e. to protect data from hackers. Here network 

security not only means security in a single network rather in any network or 

network of networks. 

Need for security 

• To protect the secret information users on the net only. No other person should 

see or access it. 

• To protect the information from unwanted editing, accidently or intentionally by 

unauthorized users. 

• To protect the information from loss and make it to be delivered to its destination 

properly. 

• To protect the message from unwanted delay in the transmission lines/route in 

order to deliver it to required destination in time, in case of urgency. 

----------------------------------------------------------------------------------------------------------------------------- -------------- 

2. Explain the principles of network security 

1. Encryption 

In a simplest form, encryption is to convert the data in some unreadable form. This helps 

in protecting the privacy while sending the data from sender to receiver. On the receiver 

side, the data can be decrypted and can be brought back to its original form. The reverse 

of encryption is called as decryption. The concept of encryption and decryption requires 

some extra information for encrypting and decrypting the data. This information is 

known as key. There may be cases when same key can be used for both encryption and 

decryption while in certain cases, encryption and decryption may require different keys. 

2. Authentication 

This is another important principle of cryptography. In a layman’s term, authentication 

ensures that the message was originated from the originator claimed in the message. 

3. Integrity 

This means that Cryptography should ensure that the messages that are received by the 

receiver are not altered anywhere on the communication path. This can be achieved by 

using the concept of cryptographic hash. 
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4. Non Repudiation 

What happens if A sends a message to B but denies that she has actually sent the 

message? Cases like these may happen and cryptography should prevent the originator 

or sender to act this way. One popular way to achieve this is through the use of digital 

signatures. 

-------------------------------------------------------------------------------------------------------------------------------- 

3. Explain the types of attacks in detail *** 

 
Security Attacks 

Attack is an intelligent act that attempt to avoid security services and violate the 
security policy of a system. Threat is a potential for violation of security, which exists 
when there is a circumstance, capability, action, or event that could break security and 
cause harm. Security attacks can be classified as passive attacks andactive attacks. A 
passive attack attempts to learn information from the system but does not affect system 
resources. An active attack attempts to modify information and alter system resources.  

Passive Attacks 

1. Release of message contents – The opponent reads the contents of the 
message in transmissions. The common technique      for preventing release of 
message content is masking contents using encryption. 

2. Traffic analysis – Even if the message content is encrypted, the opponent 
might still be able to observe the pattern of these messages. The opponent 
could determine the location and identity of communicating hosts and could 
observe the frequency and length of messages being exchanged. 

Active Attacks 

1. Masquerade – Attacker creates his own message with the identity of a 
authorized user and send the message to another authorized user. 

       2. Replay – It involves the passive capture of a data unit and its subsequent 
retransmission to produce an unauthorized effect. 

3. Modification of messages – Some portion of a legitimate message is altered, 
or messages are delayed or reordered,      to produce an unauthorized effect. 

4. Denial of service – This attack prevents the normal use of communications 
facilities.  

----------------------------------------------------------------------------------------------------------------------------- ----- 

4. Explain security services in detail 

Security Services 

Network security can provide five services. Four of these services are related to the 

message exchanged using the network: message confidentiality, integrity, 
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authentication, and nonrepudiation. The fifth service provides entity authentication or 

identification. 

1. Message Confidentiality 

Message confidentiality or privacy means that the sender and the receiver expect 

confidentiality. The transmitted message must make sense to only the intended receiver. 

To all others, the message must be protected. 

2. Message Integrity 

Message integrity means that the data must arrive at the receiver exactly as they were 

sent. There must be no changes during the transmission, neither accidentally nor 

maliciously. 

3. Message Authentication 

Message authentication is a service beyond message integrity. In message authentication 

the receiver needs to be sure of the sender's identity and that an imposter has not sent 

the message. 

4. Message Nonrepudiation 

Message non repudiation means that a sender must not be able to deny sending a 

message. 

5. Entity Authentication 

In entity authentication (or user identification) the entity or user is verified prior to 

Access to the system resources. 

----------------------------------------------------------------------------------------------------------------------------- ------- 

5. Explain the security mechanism provided for network transmission 

1. Physical Security 

Physical security refers to limiting access to key network resources by keeping the 

resources behind a locked door and protected from natural and human-made disasters. It 

can also protect the network from hackers, competitors, and terrorists walking in off the 

street and changing equipment configurations. 

2. Authentication 

Authentication identifies who is requesting network services. The term authentication 

usually refers to authenticating users but can also refer to authenticating devices or 

software processes. Most security policies state that to access a network and its services, 

a user must enter a login ID and password that are authenticated by a security server. To 

maximize security, one-time (dynamic) passwords can be used. 

3. Authorization 

Whereas authentication controls who can access network resources, authorization says 

what they can do after they have accessed the resources. Authorization grants privileges 

to processes and users. 

4. Accounting (Auditing) 

To effectively analyze the security of a network and to respond to security incidents, 

procedures should be established for collecting network activity data. Collecting data is 

called accounting or auditing. 
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 Cryptography: 

 
6. Explain cryptography in detail 

Definition 

Cryptography, a word with Greek origins, means "secret writing. The term to refer to the 

science and art of transforming messages to make them secure and immune to attacks. 

 
Two Categories 

 
We can divide all the cryptography algorithms (ciphers) into two groups: 

• Symmetric key (also called secret-key) cryptography algorithms 

• Asymmetric (also called public-key) cryptography algorithms. 

 
Symmetric Key Cryptography 

 
In symmetric-key cryptography, the same key is used by both parties. The sender uses 

this key and an encryption algorithm to encrypt data; the receiver uses the same key and 

the corresponding decryption algorithm to decrypt the data. In symmetric key 

cryptography, the same key is used by the sender (for encryption) and the receiver (for 

decryption). The key is shared. 

 
Asymmetric-Key Cryptography 

 
In asymmetric or public-key cryptography, there are two keys: a private key and a public 

key. The private key is kept by the receiver. The public key is announced to the public. 

Imagine A wants to send a message to B. A uses the public key to encrypt the message. 

When the message is received by B, the private key is used to decrypt the message. 

In public-key encryption/decryption, the public key that is used for encryption is different 

from the private key that is used for decryption. The public key is available to the public;' 

the private key is available only to an individual. 

 
Three Types of Keys 

 
Three types of keys in cryptography: the secret key, the public key, and the private key. 

The first, the secret key, is the shared key used in symmetric-key cryptography. The 

second and the third are the public and private keys used in asymmetric-key 

cryptography. 

----------------------------------------------------------------------------------------------------------------------------- -------- 
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7. Explain Symmetric Encryption Principles in details 

 
Symmetric Encryption Principles consists of five components, namely 

1. Plain text 

2. Encryption algorithm 

3. Secret key 

4. Cipher text 

5. Decryption algorithm 
 
 

 
 

In cryptography the original message (before being transformed) is known as Plaintext. 

After the message is transformed, it is known as Cipher text. An encryption algorithm 

transforms the plaintext into cipher text; a decryption algorithm transforms the cipher 

text back into plaintext. The sender uses an encryption algorithm, and the receiver uses a 

decryption algorithm. 

 
----------------------------------------------------------------------------------------------------------------------------- ----------- 

8. Write short notes on Symmetric Block Encryption Algorithm 

Symmetric Block Encryption Algorithm 

Symmetric-key encryption can use either stream ciphers or block ciphers. Stream ciphers 

encrypt the digits (typically bytes) of a message one at a time. Block ciphers take a 

number of bits and encrypt them as a single unit, padding the plaintext so that it is a 

multiple of the block size. Blocks of 64 bits were commonly used. 

 
Modern Round Ciphers 

 
The ciphers of today are called round ciphers because they involve multiple rounds, 

where each round is a complex cipher made up of the simple ciphers. The key used in 

each round is a subset or variation of the general key called the round key. If the cipher 

has N rounds, a key generator produces N keys, Kb Kz, ..., KN, where K1 is used in round 1, 

K2 in round 2, and so on. 

----------------------------------------------------------------------------------------------------------------------------- ---------- 
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9. Explain the concept of Data Encryption Standard (DES) security algorithm 

 
Data Encryption Standard (DES) 

The Data Encryption Standard (DES) is a symmetric-key block cipher published by the 

National Institute of Standards and Technology (NIST). 

It uses 16 round processes. The block size is 64-bit. Though, key length is 64-bit, DES has 

an effective key length of 56 bits, since 8 of the 64 bits of the key are not used by the 

encryption algorithm (function as check bits only). General Structure of DES is depicted in 

the following illustration. 

 
DES Structure 

 
DES Analysis 

The DES satisfies both the desired properties of block cipher. These two properties make 

cipher very strong. 

• Avalanche effect − A small change in plaintext results in the very grate change in 

the cipher text. 

• Completeness − Each bit of cipher text depends on many bits of plaintext. 

 
----------------------------------------------------------------------------------------------------------------------------- ---- 
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10. Explain the concept of Advanced Encryption Standard (AES) security algorithm 

 
The more popular and widely adopted symmetric encryption algorithm likely to be 

encountered nowadays is the Advanced Encryption Standard (AES). It is found at least six 

times faster than triple DES. 

The features of AES are as follows 

• Symmetric key symmetric block cipher 

• 128-bit data, 128/192/256-bit keys 

• Stronger and faster than Triple-DES 

• Provide full specification and design details 

• Software implementable in C and Java 
 
 

AES Structure 

 
Operation of AES 

AES is an iterative rather than Feistel cipher. It is based on ‘substitution–permutation 

network’. It comprises of a series of linked operations, some of which involve replacing 

inputs by specific outputs (substitutions) and others involve shuffling bits around 

(permutations). 

Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES 

treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes are arranged in four 

columns and four rows for processing as a matrix − 

Unlike DES, the number of rounds in AES is variable and depends on the length of the 

key. AES uses 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256- 

bit keys. Each of these rounds uses a different 128-bit round key, which is calculated from 

the original AES key. 

 
----------------------------------------------------------------------------------------------------------------------------- -------- 
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11. Write short notes on stream ciphers 

A stream cipher is a symmetric key cipher where plaintext digits are combined with a 

pseudorandom cipher digit stream (key stream). In a stream cipher, each plaintext digit is 

encrypted one at a time with the corresponding digit of the key stream, to give a digit of 

the cipher text stream 

 
 

 

 
Stream ciphers encrypt bits individually. This is achieved by adding a bit from a key 

stream to a plaintext bit. There are synchronous stream ciphers where the key stream 

depends only on the key, and asynchronous ones where the key stream also depends on 

the cipher text. 

---------------------------------------------------------------------------------------------------------------------------------------------------- 
 

12. Explain RC4 security algorithm in detail 

RC4 Algorithm 

In the RC4 encryption algorithm, the key stream is completely independent of the 

plaintext used. An 8 * 8 S-Box (S0 to S255), where each of the entries is a permutation of 

the numbers 0 to 255, and the permutation is a function of the variable length key. There 

are two counters i, and j, both initialized to 0 used in the algorithm. 

The algorithm uses a variable length key from 1 to 256 bytes to initialize a 256-byte state 

table. The state table is used for subsequent generation of pseudo-random bytes and 

then to generate a pseudo-random stream which is XORed with the plaintext to give the 

ciphertext. Each element in the state table is swapped at least once. 

The key is often limited to 40 bits, because of export restrictions but it is sometimes used 

as a 128 bit key. It has the capability of using keys between 1 and 2048 bits. RC4 is used in 

many commercial software packages such as Lotus Notes and Oracle Secure SQL. 

--------------------------------------------------------------------------------------------------------------------------------- 
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13. Explain Digest functions in detail 

Digest Functions 

Message digest functions also called hash functions , are used to produce digital 

summaries of information called message digests. Message digests (also called hashes ) 

are commonly 128 bits to 160 bits in length and provide a digital identifier for each digital 

file or document. Message digest functions are mathematical functions that process 

information to produce a different message digest for each unique document. the 

following Figure shows the basic message digest process. 

 

 
---------------------------------------------------------------------------------------------------------------------------------------------- 

 

Public key Cryptography Principles 
 

Asymmetric-key (public key cryptography). An asymmetric-key (or public-key) cipher uses 

two keys: one private and one public. Two algorithms: RSA and Diffie-Hellman are used in 

asymmetric-key. 

14. Explain RSA algorithm in detail 
 

✓ RSA is a cryptosystem for public-key encryption, and is widely used for securing 

sensitive data, particularly when being sent over an insecure network such as the 

Internet. 

✓ RSA is an algorithm used by modern computers to encrypt and decrypt messages. 

It is an asymmetric cryptographic algorithm. 

✓ Asymmetric means that there are two different keys. This is also called public key 

cryptography, because one of them can be given to everyone. 

✓ The other key must be kept private. 

✓ RSA stands for Ron Rivest, Adi Shamir and Leonard Adleman, who first publicly 

described it in 1978. 

https://simple.wikipedia.org/wiki/Algorithm
https://simple.wikipedia.org/wiki/Encryption
https://simple.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Ron_Rivest
https://en.wikipedia.org/wiki/Adi_Shamir
https://en.wikipedia.org/wiki/Leonard_Adleman


SPC/COMP/IV SEM: M242 – Computer Networks & Security Unit – IV Page 10  

1. Generate two large random primes, p and q, of approximately equal size such that 

their product n = pq is of the required bit length, e.g. 1024 bits. 

2. Compute n = pq and (phi) φ = (p-1)(q-1). 

3. Choose an integer e, 1 < e < phi, such that gcd(e, phi) = 1. 

4. Compute the secret exponent d, 1 < d < phi, such that ed ≡ 1 (mod phi). 

5. The public key is (n, e) and the private key (d, p, q). Keep all the values d, p, q and 

phi secret. [We prefer sometimes to write the private key as (n, d) because you 

need the value of n when using d. Other times we might write the key pair as ((N, 

e), d).] 

 
• n is known as the modulus. 

• e is known as the public exponent or encryption exponent or just the exponent. 

• d is known as the secret exponent or decryption exponent. 

------------------------------------------------------------------------------------------ 

 
15. Explain diffiehelmen algorithm in detail 

Operation: 
 

 This is the original algorithm.  
 

 

 

The Diffie-Hellman algorithm was developed by Whitfield Diffie and Martin Hellman in 

1976. This algorithm was devices not to encrypt the data but to generate same private 

cryptographic key at both ends so that there is no need to transfer this key from one 

communication end to another. Though this algorithm is a bit slow but it is the sheer 

power of this algorithm that makes it so popular in encryption key generation. 

Steps in the algorithm: 

✓ Alice and Bob agree on a prime number p and a base g. 

✓ Alice chooses a secret number a, and sends Bob (ga mod p) 

✓ Bob chooses a secret number b, and sends Alice (gb mod p) 

✓ Alice computes ((gb mod p)a mod p) 

✓ Bob computes ((ga mod p)b mod p). 

 
Both Alice and Bob can use this number as their key. Notice that p and g need not be 

protected. 
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Diffie-Hellman Example: 

✓ Alice and Bob agree on p = 23 and g = 5. 

✓ Alice chooses a = 6 and sends 56 mod 23 = 8. 

✓ Bob chooses b = 15 and sends 515 mod 23 = 19. 

✓ Alice computes 196 mod 23 = 2 

✓ Bob computes 815 mod 23 = 2. 

-------------------------------------------------------------------------------------------------------------------------- 
 

16. What is Digital Signature? Explain 
 

Digital signatures are the public-key primitives of message authentication. In the physical 

world, it is common to use handwritten signatures on handwritten or typed messages. 

They are used to bind signatory to the message. 

Similarly, a digital signature is a technique that binds a person/entity to the digital data. 

This binding can be independently verified by receiver as well as any third party. Digital 

signature is a cryptographic value that is calculated from the data and a secret key known 

only by the signer. 

In real world, the receiver of message needs assurance that the message belongs to the 

sender and he should not be able to repudiate the origination of that message. This 

requirement is very crucial in business applications, since likelihood of a dispute over 

exchanged data is very high. 

--------------------------------------------------------------------------------------------------------------------------------------- 
 

 Network Security Application: 
 

17. List out network security applications in detail 
 

Network security consists of the policies and practices adopted to prevent and monitor 

unauthorized access, misuse, modification, or denial of a computer network and 

network-accessible resources. ... It does as its title explains: It secures the network, as 

well as protecting and overseeing operations being done. 

The following are some of the network security applications 
 

1. Authentication applications (Kerberos) 
 

2. Web security standards ( SSL / TSL ) 
 

3. Email security 
 

4. IP security 
 

----------------------------------------------------------------------------------------------------------------------------- 
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18. Explain the concept of Kerberos in detail 
 

Kerberos is a protocol for authenticating service requests between trusted hosts across a 

un trusted network, such as the internet. Kerberos is built in to all major operating 

systems, including Microsoft Windows, Apple OS X, FreeBSD and Linux. 

Kerberos has several important advantages. For example, it: 
 

• is very secure, preventing various types of intrusion attacks 
 

• uses "tickets" that can be securely presented by a client or a service on the 

client's behalf to a server for access to services 

• permits Cross-Forest Trusts to use transitive properties and eliminate the "full 

mesh" scenario; all domains in both forests establish a trust with a single Kerberos 

trust at the root 

• permits interoperability with other Kerberos realms such as Unix; this permits 

non-Windows clients to authenticate to Windows domains and gain access to 

resources 

• provides authentication across the Internet for Web apps 
 

------------------------------------------------------------------------------------------------------------------------------ 
 

4.4 Internet Security 
 

19. What is Email Security? Explain 
 

Email security refers to the collective measures used to secure the access and content of 

an email account or service. It allows an individual or organization to protect the overall 

access to one or more email addresses/accounts. 

An email service provider implements email security to secure subscriber email accounts 

and data from hackers - at rest and in transit. 

Email security is a broad term that encompasses multiple techniques used to secure an 

email service. From an individual/end user standpoint, proactive email security measures 

include: 

• Strong passwords 

• Password rotations 

• Spam filters 

• Desktop-based anti-virus/anti-spam applications 

 
----------------------------------------------------------------------------------------------------------------------------- ------ 

http://searchsecurity.techtarget.com/definition/authentication
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20. Explain PGP (Pretty Good Privacy) in detail. 

Pretty Good Privacy or PGP is a popular program used to encrypt and decrypt email over 

the Internet, as well as authenticate messages with digital signatures and encrypted 

stored files. 

Setting up PGP/GPG will allow you to: 

• Verify automated messages from Kraken, so that you can be sure they came from 

us and haven't been tampered with en route. 

• Receive encrypted automated email from us. Some of these emails will contain 

sensitive information, such as account recovery instructions, so encryption adds 

an extra layer of security. 

• Help secure your Kraken account if your email is ever compromised. 

 
----------------------------------------------------------------------------------------------------------------------------- ---------- 

21. What is S/ MIME ? Explain 

 
✓ S/MIME (Secure Multi-Purpose Internet Mail Extensions) is a secure method of 

sending e-mail that uses the Rivest-Shamir-Adleman encryption system. 

✓ S/MIME is included in the latest versions of the Web browsers from Microsoft and 

Netscape and has also been endorsed by other vendors that make messaging 

products. 

✓ RSA has proposed S/MIME as a standard to the Internet Engineering Task Force 

(IETF). An alternative to S/MIME is PGP/MIME, which has also been proposed as a 

standard. 

S/MIME provides two security services: 

• Digital signatures 

• Message encryption 

These two services are the core of S/MIME-based message security. All other concepts 

related to message security support these two services. Although the full scope of 

message security may seem complex, these two services are the basis of message 

security. After gaining a basic understanding of digital signatures and message 

encryption, you can then learn how other concepts support these services. 

Each service will be reviewed individually, and then information about how the two 

services work together will be provided. 

 
----------------------------------------------------------------------------------------------------------------------------- ------- 

22. Explain IPSecurity architecture in detail 

Internet Protocol Security (IPSec) is a framework of open standards for ensuring private, 

secure communications over Internet Protocol (IP) networks, through the use of 

cryptographic security services. 

http://searchsecurity.techtarget.com/definition/encryption
http://searchmobilecomputing.techtarget.com/definition/e-mail
http://searchwindevelopment.techtarget.com/definition/Internet
http://searchsecurity.techtarget.com/definition/digital-signature
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• Architecture: Covers the general concepts, security requirements, definitions, and 

mechanisms defining IPsec technology. 

• Authentication Header (AH): AH is an extension header for message authentication, 

now deprecated. 

• Encapsulating Security Payload (ESP): ESP consists of an encapsulating header and 

trailer used to provide encryption or combined encryption/authentication. 

• Internet Key Exchange (IKE): a collection of documents describing the key 

management schemes for use with IPsec. 

• Cryptographic algorithms: a large set of documents that define and describe 

cryptographic algorithms for encryption, message authentication, pseudorandom 

functions (PRFs), and cryptographic key exchange. 

------------------------------------------------------------------------------------------------------------------------------------- 
 

Web Security 
 

The World Wide Web is widely used by businesses, government agencies, and many 

individuals. 

The web needs added security mechanisms to address these threats. 

The threats faced by web are 

1. Integrity 
 

2. Confidentiality 
 

3. Denial of service 
 

4. Authentication 
 

------------------------------------------------------------------------------------------------------------------------------- 
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23. Explain concept of SSL in detail 
 

Secure Sockets Layer (SSL) is a computer networking protocol for securing connections 

between network application clients and servers over an insecure network, such as the 

internet. 

SSL Architecture 
 

 

 

 
The above figure shows the SSL Protocol stack. The SSL Record Protocol provides basic 

security services to various higher-layer protocols. In particular, the Hypertext Transfer 

Protocol (HTTP), which provides the transfer service for Web client/server interaction, 

can operate on top of SSL. Three higher-layer protocols are also defined as part of SSL: 

the Handshake Protocol, Change Cipher Spec Protocol, and Alert Protocol. These SSL- 

specific protocols are used in the management of SSL exchanges. 

Two important SSL concepts are the SSL connection and the SSL session. 
 

• Connection: A connection is a network transport that provides a suitable type of 

service, such connections are transient, peer-to-peer relationships, associated with one 

session. 

• Session: An SSL session is an association between a client and a server, created by the 

Handshake Protocol. Sessions define a set of cryptographic security parameters, which 

can be shared among multiple connections. Sessions are used to avoid the expensive 

negotiation of new security parameters for each connection. 

SSL Record Protocol defines two services for SSL connections. 
 

• Message Integrity: The Handshake Protocol also defines a shared secret key that is 

used to form a message authentication code (MAC), which is similar to HMAC. 

http://searchnetworking.techtarget.com/definition/protocol
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• Confidentiality: The Handshake Protocol defines a shared secret key that is used for 

conventional encryption of SSL payloads. The message is compressed before being 

concatenated with the MAC and encrypted, with a range of ciphers being supported. 

----------------------------------------------------------------------------------------------------------------------------- ------- 
 

24. Explain TLS (Transport layer Security) 
 

Transport Layer Security (TLS) is a protocol that provides privacy and data integrity 

between  two  communicating  applications.  It's  the  most  widely  deployed  

security protocol used today, and is used for Web browsers and other applications that 

require  data  to  be  securely  exchanged   over   a   network,   such   as file 

transfers, VPN connections, instant messaging and voice over IP. 

TLS has about 30 possible cipher ‘suites’, combinations of key exchange, encryption 

method, and hashing method. 

•Key exchange includes: RSA, DSS, Kerberos 

•Encryption includes: IDEA(CBC), RC2, RC4, DES, 3DES, and AES 

• Hashing: SHA and MD5 

--------------------------------------------------------------------------------------------------------------------------------------- 

25. Explain SET (Secure Electronic Transaction) in detail 
 

SET (Secure Electronic Transaction) 
 

SET is an open encryption and security specification designed to protect credit card 

transactions on the Internet. 

SET is not itself a payment system, rather it is a set of security protocols and formats that 

enables users to employ the existing credit card payment infrastructure on an open 

network, such as the Internet, in a secure fashion, by providing: 

• A secure communications channel among all parties involved in a transaction 

• Trust through the use of X.509v3 digital certificates 

• Privacy because the information is only available to parties in a transaction when and 

where necessary. 

Key features of SET 

SET incorporates the following features. 

a. Confidentiality of information 

b. Integrity of data 

c. Cardholder account authentication 

d. Merchant authentication 

 
----------------------------------------------------------------------------------------------------------------------------- ------ 

http://searchdatacenter.techtarget.com/definition/integrity
http://searchnetworking.techtarget.com/definition/protocol
http://searchnetworking.techtarget.com/definition/file-transfer
http://searchnetworking.techtarget.com/definition/file-transfer
http://searchenterprisewan.techtarget.com/definition/virtual-private-network
http://searchunifiedcommunications.techtarget.com/definition/instant-messaging
http://searchunifiedcommunications.techtarget.com/definition/VoIP
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M242 – COMPUTER NETWORS AND SECURITY 

UNIT – V APPLICATIONS OF NETWORK SECURITY 

 

5.1 Introduction to network security 

1. Explain network security in detail 

 

 Network security consists of the policies to prevent and monitor unauthorized 

access, misuse, modification, or denial of a computer network and network-

accessible resources.  

 Network security involves the authorization of access to data in a network, which 

is controlled by the network administrator.  

 Users choose or are assigned an ID and password or other authenticating 

information that allows them access to information and programs within their 

authority.  

 

Security management  

Security management for networks is different for all kinds of situations. A home or small 

office may only require basic security while large businesses may require high-

maintenance and advanced software and hardware to prevent malicious attacks from 

hacking and spamming.  

Types of Attacks  

Networks are subject to attacks from malicious sources. Attacks can be from two 

categories: "Passive" when a network intruder intercepts data travelling through the 

network, and "Active" in which an intruder initiates commands to disrupt the network's 

normal operation. 

 

------------------------------------------------------------------------------------------------------------------------------------- 

2. Explain the concept of Raid and its levels 

RAID used to stand for redundant array of inexpensive disks. Today, the term has been 

updated to redundant array of independent disks. 

Using RAID has two main advantages: better performance and higher availability, which 

means it goes faster and breaks down less often. 

Raid Levels 

RAID 0:  

 RAID 0 is called disk striping. All the data is spread out and stored across all the 

disks in the RAID set.  

 RAID 0 has great performance because you spread the load of storing data onto 

more physical drives. There is no parity generated for RAID 0.  

 RAID 0 requires at least two physical disks. 
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RAID 1: 

 In RAID 1, also called disk mirroring, all the data is written to at least two separate 

physical disks. The disks are essentially mirror images of each other. If one disk 

fails, the other can be used to retrieve data. 

 

 Disk mirroring is good for very fast read operations. RAID 1 requires at least two 

physical disks. 

 

 
RAID 2:  

 Using a Hamming code, RAID 2 stripes data at the bit level. These days, Hamming 

codes are already used in the error correction codes of hard drives, so RAID 2 is no 

longer used. 
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RAID 3: 

 Striped set with dedicated parity or bit interleaved parity or byte level parity. 
This mechanism provides an improved performance and fault tolerance similar to 
RAID 5, but with a dedicated parity disk rather than rotated parity stripes.  

 The single parity disk is a bottle-neck for writing since every write requires 
updating the parity data.  

 One minor benefit is the dedicated parity disk allows the parity drive to fail and 
operation will continue without parity or performance penalty.  

 
RAID 4: 

 RAID 4 uses a dedicated parity disk, as well as block-level striping across disks.  

 It is good for sequential data access; the use of a dedicated parity disk can cause 

performance bottlenecks for write operations. With alternatives such as RAID 5 

available, RAID 4 is not used much. 

 
RAID 5:  

 RAID 5 uses disk striping with parity. The data is striped across all the disks in the 

RAID set, along with the parity information needed to reconstruct the data in case 

of disk failure. 

 RAID 5 is the most common method used because it achieves a good balance 

between performance and availability. RAID 5 requires at least three physical 

disks. 
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RAID 6:  

 RAID 6 increases reliability by utilizing two parity stripes, which allow for two disk 

failures within the RAID set before data is lost.  

 RAID 6 is seen in SATA environments, and solutions that require long data 

retention periods, such as data archiving or disk-based backup. 

 
 

---------------------------------------------------------------------------------------------------------------------------------------------------- 

5.2 Hackers Techniques 

 

3. Write short notes on historical hacking techniques in detail 

 

 The term “hacker” was originally coined for an individual who could make 
computers work. A hacker currently refers to an individual who breaks into 
computers.  

 
 The risk of a hacker being caught and convicted is low. Hence, the potential gain 

from hacking is high. The hackers can be classified into whitehat, blackhat and 
greyhat.  

 
Whitehat Hacker  
A white hat hacker breaks security for non-malicious reasons, perhaps to test their own 
security system or while working for a security company which makes security software. 
The term "white hat" in Internet slang refers to an ethical hacker.  
 
Blackhat Hacker  
A "black hat" hacker is a hacker who "violates computer security for little reason beyond 
maliciousness or for personal gain. Black hat hackers break into secure networks to 
destroy data or make the network unusable for those who are authorized to use the 
network. 
 
Greyhat Hacker  
A grey hat hacker is a combination of a Black Hat and a White Hat Hacker. A Grey Hat 
Hacker may surf the internet and hack into a computer system for the sole purpose of 
notifying the administrator that their system has been hacked, for example. Then they 
may offer to repair their system for a small fee.  
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Historical hacking techniques  
Open sharing  
When the Internet was originally created, most systems were configured to share 
information. Hackers can get into a system with remote access, by identifying one user or 
administrator account on the system.  
Weak passwords:  
Weak passwords are the most common method used by hackers to get into systems.  
A two-character password is easier to guess than an eight-character one.  
Easy to guess passwords allow hackers a quick entry into the system.  
Programming flaws and social engineering:  
Hackers have used programming flaws such as back doors in a program for accessing 
systems that use the program. Many shopping Websites store information entered by 
the buyer on a URL, which can be modified before checking out. Social engineering is the 
use of non-technical means to gain unauthorized access to information or systems.  
 
--------------------------------------------------------------------------------------------------------------------------------- 
4. Explain advanced hacking techniques 
 
Vulnerability scanner  
A vulnerability scanner is a tool used to quickly check computers on a network for known 
weaknesses. Hackers also commonly use port scanners. These check to see which ports 
on a specified computer are "open" or available to access the computer.  
Password Cracking  
Password cracking is the process of recovering passwords from data that has been 
stored in or transmitted by a computer system. A common approach is to repeatedly try 
guesses for the password.  
Packet sniffer  
A packet sniffer is an application that captures data packets, which can be used to 
capture passwords and other data in transit over the network.  
Spoofing attack (Phishing)  
A spoofing attack involves one program, system, or website successfully masquerading 
as another by falsifying data and thereby being treated as a trusted system by a user or 
another program. The purpose of this is usually to fool programs, systems, or users into 
revealing confidential information, such as user names and passwords, to the attacker.  
Rootkit  
Rootkits may include replacements for system binaries so that it becomes impossible for 
the legitimate user to detect the presence of the intruder on the system by looking at 
process tables.  
Viruses  
A virus is a self-replicating program that spreads by inserting copies of itself into other 
executable code or documents. Therefore, a computer virus behaves in a way similar to a 
biological virus, which spreads by inserting itself into living cells. While some are harmless 
or mere hoaxes most computer viruses are considered malicious.  
Worm  
Like a virus, a worm is also a self-replicating program. A worm differs from a virus in that 
it propagates through computer networks without user intervention. Unlike a virus, it 
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does not need to attach itself to an existing program. Many people conflate the terms 
"virus" and "worm", using them both to describe any self-propagating program.  
Trojan horses  
A Trojan horse is a program which seems to be doing one thing, but is actually doing 
another. A trojan horse can be used to set up a back door in a computer system such that 
the intruder can gain access later. (The name refers to the horse from the Trojan War, 
with conceptually similar function of deceiving defenders into bringing an intruder 
inside.)  
SPAM  
Email spam, also known as unsolicited bulk email (UBE), junk mail, or unsolicited 
commercial email (UCE), is the practice of sending unwanted email messages, frequently 
with commercial content, in large quantities to an indiscriminate set of recipients.  
Electronic spamming is the use of electronic messaging systems to send an unsolicited 
message (spam), especially advertising, as well as sending messages repeatedly on the 
same site. A person who creates electronic spam is called a spammer. 
------------------------------------------------------------------------------------------------------------------------------- 
5.3 Security Mechanism 
 
5. Explain security mechanism is enforced against hacking  
The process to implement the security properties is known as security mechanism. The 
various type of mechanism on the basis of properties is as follows: 
 Attack Prevention 
 Attack Avoidance 
 Attack Detection 

Attack Prevention: can be defined as a series of security mechanism implemented to 
prevent or defend against various types of attack before they can actually reach and 
affect the target systems. 
 
Attack Avoidance: The expansion of connectivity of computers makes the need of 
protecting the message and message from tampering reading important. This is the 
technique in which the information is modified in a way that makes is unusable for the 
attacker.  
Attack Detection: In this mechanism is to report someone that something went wrong 
somewhere in the system. Attack detection is not an applicable mechanism instead of 
that it’s a check/measure which will make sure that if anything happened badly in the 
system then someone should be notified for the same 
------------------------------------------------------------------------------------------------------------------------------- 
6. Explain firewall and its types. 
 A firewall is a hardware or software system that prevents unauthorized access to 

or from a network. 
  It can be implemented in both hardware and software, or a combination of both.  
 Firewalls are frequently used to prevent unauthorized Internet users from 

accessing private networks connected to the Internet. 
Types of Firewalls 
 Packet Filtering Firewall 
 Application-Level Gateway 
 Circuit-Level Gateway 
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Packet Filtering Firewall 
Packet filtering is a firewall technique used to control network access by monitoring 
outgoing and incoming packets and allowing them to pass or halt based on the source 
and destination Internet Protocol (IP) addresses, protocols and ports.Packet filtering is 
also known as static filtering. 

 
The packet filter is typically set up as a list of rules based on matches to fields in the IP or 
TCP header. If there is a match to one of the rules, that rule is invoked to determine 
whether to forward or discard the packet. If there is no match to any rule, then a default 
action is taken. 
Two default policies are possible: 
• Default = discard: That which is not expressly permitted is prohibited. 
• Default = forward: That which is not expressly prohibited is permitted. 
The default discard policy is more conservative. Initially, everything is blocked, and 
services must be added on a case-by-case basis. 
 
Application-Level Gateway  
 An application-level gateway, also called an application proxy, acts as a relay of 

application-level traffic.  
 The user contacts the gateway using a TCP/IP application, such as Telnet or FTP, 

and the gateway asks the user for the name of the remote host to be accessed.  
 When the user responds and provides a valid user ID and authentication 

information, the gateway contacts the application on the remote host and relays 
TCP segments containing the application data between the two endpoints. 
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Circuit-Level Gateway 
 
 The circuit-level gateway or circuit-level proxy, can be a stand-alone system or it 

can be a specialized function performed by an application-level gateway for 
certain applications.  

 As with an application gateway, a circuit-level gateway does not permit an end-to-
end TCP connection; rather, the gateway sets up two TCP connections. 

 One between itself and a TCP user on an inner host and one between itself and a 
TCP user on an outside host.  

 Once the two connections are established, the gateway typically relays TCP 
segments from one connection to the other without examining the contents. The 
security function consists of determining which connections will be allowed. 

 

 
------------------------------------------------------------------------------------------------------------------------------------------ 
6. Explain the limitations of firewalls 
 
1. The firewall cannot protect against attacks that bypass the firewall.  
 
2. The firewall may not protect fully against internal threats, such as a disgruntled 
employee or an employee who unwittingly cooperates with an external attacker. 
 
3. An improperly secured wireless LAN may be accessed from outside the organization. 
An internal firewall that separates portions of an enterprise network cannot guard 
against wireless communications between local systems on different sides of the internal 
firewall. 
 
4. A laptop, PDA, or portable storage device may be used and infected outside the 
corporate network, and then attached and used internally. 
 
------------------------------------------------------------------------------------------------------------------------------------------ 
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5.4 Intrusion: 
 
7. Explain the Classification of Intruder Detection system in detail 
 
Intrusion detection (ID) is a type of security management system for computers and 
networks. An ID system gathers and analyzes information from various areas within a 
computer or a network to identify possible security threats. 
 
An intrusion detection system is used to detect several types of malicious behaviours 
that can compromise the security and trust of a computer system. 
 
Classification .There are two main classes of Intrusion such as : 
 
(a) Misuse (abuse). 
Intrusion is well-defined attacks on known weak points of system. All Intrusion which 
object is to misuse system resources and break it, are fall in this categories. Misuse 
intruder can be detected by watching for certain action being performed on certain 
objects and also by doing the pattern matching on audit trail information. 
(b) Anomaly. 
Intrusions are based on observations of deviation from normal system usage pattern. 
They can be detected by observing significant deviation from the normal behavior. 
Intrusion Detection Systems (IDS) 
 
For general purpose, the Intrusion Detection System (IDS) has evolved into two major 
architectures. 
(a) Network-Based Intrusion Detection System. 
Network based IDS are best suited for alert generation of intrusion from outside the 
perimeter of the enterprise. The network based IDS are inserted at various points on LAN 
and observe packets traffic on the Network information is assembled into packets and 
transmitted on LAN or Internet. 
(b)Host based Intrusion Detection System. 
Host-based IDS places monitoring sensors also known as agents on network resources 
nodes to monitor audit logs which are generated by Network Operating System or 
application program. Audit logs contain records for events and activities taking place at 
individual Network resources. Host-Based can overcome the problems associated with 
Network based IDS immediately after alarming the security personnel who can locate the 
source provided by site security policy.  
 
----------------------------------------------------------------------------------------------------------------------------- 
8. What is honeypot? Explain 
A honeypot is a decoy computer system for trapping hackers or tracking unconventional 
or new hacking methods. Honeypots are designed to purposely engage and deceive 
hackers and identify malicious activities performed over the Internet. 
There are two different kinds of honeypots. They are classified based on their 
deployment method: 
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 Production Honeypot: Used by companies and corporations for the purpose of 
researching the motives of hackers as well as diverting and mitigating the risk of 
attacks on the overall network. 

 Research Honeypot: Used by nonprofit organizations and educational institutions 
for the sole purpose of researching the motives and tactics of the hacker 
community for targeting different networks. 

----------------------------------------------------------------------------------------------------------------------------------- 
5.5 Wireless Security Issues: 
9. Explain various wireless security issues in detail 
 Wireless security is the prevention of unauthorized access or damage to 

computers using wireless networks.  
 The most common types of wireless security are Wired Equivalent Privacy (WEP) 

and Wi-Fi Protected Access (WPA).  
 WEP is a weak security standard. The password it uses can often be cracked in a 

few minutes with a basic laptop computer and widely available software tools.  
 WEP is an old IEEE 802.11 standard from 1999, which was outdated in 2003 by 

WPA, or Wi-Fi Protected Access. WPA was a quick alternative to improve security 
over WEP. 

 
Transmission security 
 Transmission security (TRANSEC) is the component of communications security 

(COMSEC) that results from the application of measures designed to protect 
transmissions from interception and exploitation by means other than 
cryptanalysis. 

 
Network authentication 
 Network authentication is a security process required when a computer on a 

network tries to connect to the server in order to use its resources.  
 If the user's identity has been stored by the server, entering a valid username and 

password completes the connection. 
 
Wireless intrusion detection system 
 A wireless intrusion detection system (WIDS) monitors the radio spectrum for the 

presence of unauthorized, rogue access points and the use of wireless attack 
tools.  

 The system monitors the radio spectrum used by wireless LANs, and immediately 
alerts a systems administrator whenever a rogue access point is detected. 

 
Eavesdropping 
 Eavesdropping is secretly listening to the private conversation of others without 

their consent, as defined by Black's Law Dictionary. The practice is commonly 
believed to be unethical. 
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Wired Equivalent Privacy (WEP) 
 
These security features protect the data traffic on your wireless LAN:  
•WEP (Wired Equivalent Privacy)—WEP is an 802.11 standard encryption algorithm 
originally designed to provide your wireless LAN with the same level of privacy available 
on a wired LAN. However, the basic WEP construction is flawed, and an attacker can 
compromise the privacy with reasonable effort.  
•TKIP (Temporal Key Integrity Protocol)—TKIP is a suite of algorithms surrounding WEP 
that is designed to achieve the best possible security on legacy hardware built to run 
WEP. TKIP adds four enhancements to WEP:  
–A per-packet key mixing function to defeat weak-key attacks  
–A new IV sequencing discipline to detect replay attacks  
–A cryptographic message integrity Check (MIC), called Michael, to detect forgeries such 
as bit flipping and altering packet source and destination  
–An extension of IV space, to virtually eliminate the need for re-keying. 
 
---------------------------------------------------------------------------------------------------------------------------- 


