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M242 – COMPUTER NETWORS AND SECURITY 

UNIT - I   DATA COMMUNICATIONS 

1.1 Data Communications 

1. What is data communication? Explain its components 

Data communication is a process of transferring data electronically from one place to 

another. Data can be transferred by using different medium. The basic components of 

data communications are as follows: 

1. Message 

2. Sender 

3. Receiver 

4. Medium/ communication channel 

5. Encoder and decoder 

 
Message 

The message is the data or information to be communicated. It may consist of text, 

number, pictures, sound, video or any a combination of these. 

Sender 

Sender is a device that sends message. It is also called source or transmitter. Normally, 

computer is use as sender in information communication systems. 

Receiver 

Receiver is a device that receives message. It is also called sink. The receiver can be 

computer, printer or another computer related device. The receiver must be capable of 

accepting the message. 

Medium 

Medium is the physical path that connects sender and receiver. It is used to transmit data. 

The medium can be a copper wire, a fiber optic cable, microwaves etc. it is also called 

communication channel. 

 

https://www.desktopclass.com/education/computer-it/what-is-data-communications-and-signal.html/attachment/page28/
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Encoder and decoder 

The encoder is a device that converts digital signals in a form that can pass through a 

transmission medium. The decoder is a device that converts the encoded signals into 

digital form. Sender and receiver cannot communicate successfully without encoder and 

decoder. 

---------------------------------------------------------------------------------------------------------------------------------------------------- 

2. Explain Data Flow in detail 

Data flow means transferring of data between two devices. It is also called 

communication mode. These modes direct the direction of flow of information. There are 

three types of transmission mode. They are: 

 Simplex Mode 

 Half duplex Mode 

 Full duplex Mode 

SIMPLEX Mode 

In this type of transmission mode data can be sent only through one direction i.e. 

communication is unidirectional. We cannot send a message back to the sender. 

Unidirectional communication is done in Simplex Systems. 

Examples of simplex Mode is loudspeaker, television broadcasting, television and 

remote, keyboard and monitor etc. 

 

 

HALF DUPLEX Mode 

Half-duplex data transmission means that data can be transmitted in both directions on a 

signal carrier, but not at the same time. Data can be sent in only one direction at a time. 

Example of half duplex is a walkie- talkie in which message is sent one at a time and 

messages are sent in both the directions. 
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FULL DUPLEX Mode 

In full duplex system we can send data in both directions as it is bidirectional. Data can be 

sent in both directions simultaneously. We can send as well as we receive the data.  

Example of Full Duplex is a Telephone Network in which there is communication 

between two persons by a telephone line, through which both can talk and listen at the 

same time. 

In full duplex system there can be two lines one for sending the data and the other for 

receiving data.  

 

----------------------------------------------------------------------------------------------------------------------------------------------------- 

3. What is Network? Explain Network Criteria in detail 

 Network is a collection of computers and devices connected by communication 

channels. Network allows users, to communicate among users and to share resources 

with others. 

Network Criteria 

The major criteria that a Data Communication Network must meet are: 

a. Performance 

b. Consistency 

c. Reliability 

d. Recovery 

e. Security 

 

a. Performance 

Performance is the defined as the rate of transferring error free data. It is measured by 

the Response Time. Factors that affect Response Time are: 

http://www.telecomworld101.com/Intro2dcRev2/page26.html#Performance
http://www.telecomworld101.com/Intro2dcRev2/page26.html#Consistency
http://www.telecomworld101.com/Intro2dcRev2/page26.html#Reliability
http://www.telecomworld101.com/Intro2dcRev2/page27.html#Recovery
http://www.telecomworld101.com/Intro2dcRev2/page27.html#Security
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 Number of Users: More users on a network - slower the network will run 

 Transmission Speed: speed that data will be transmitted measured in bits per 

second (bps) 

 Media Type: Type of physical connection used to connect nodes together 

 Hardware Type: Slow computers such as XT or fast such as Pentiums 

 Software Program: How well is the network operating system (NOS) written 

b. Consistency 

Consistency represents the response time and accuracy of data. 

 Users prefer to have consistent response times. 

 Accuracy of Data determines if the network is reliable or not 

c. Reliability 

Reliability is the measure of how often a network is useable. MTBF (Mean Time between 

Failures) is a measure of the average time a component is expected to operate between 

failures.  

d. Recovery 

Recovery is the Network's ability to return to a level of operation after a network failure. 

Recovery is based on having Back-up Files. 

e. Security 

Security is the protection of Hardware, Software and Data from unauthorized access.  

------------------------------------------------------------------------------------------------------------------------------------------- 

4. Explain the Types of Connections used in the network 

 Connection is a physical link between devices in the network. There are two types 

of connections. 

 Point-to-Point Connection 

 Multipoint Connection. 

Point-to-Point Connection 

 A Point to point connection is establishing a dedicated link between two devices. 

Point to point networks consists of many connections between individual pairs of 

machines 
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 To move from sources to destination, a packet may follow different routes. In 

networking, the Point-to-Point Protocol (PPP) is a data link protocol commonly used in 

establishing a direct connection between two networking nodes. It can provide 

connection authentication, transmission encryption, and compression. 

Multipoint Connection 

 Multipoint network has a single communication channel that is shared by all the 

machine in the network. 

 

The networks having multipoint configuration are called Broadcast Networks. In 

broadcast network, a message or a packet sent by any machine is received by all other 

machines in a network. The packet contains address field that specifies the receiver. 

Upon receiving a packet, every machine checks the address field of the packet. If the 

transmitted packet is for that particular machine, it processes it; otherwise it just ignores 

the packet.  

----------------------------------------------------------------------------------------------------------------------------------------------------- 

5. Explain the different types of network topologies in detail. *** 

Network topologies describe the ways in which the elements of a network are mapped. 

They describe the physical and logical arrangement of the network nodes. 

The physical topology of a network refers to the configuration of cables, computers, and 

other peripherals 

 

http://ecomputernotes.com/computernetworkingnotes/computer-network/protocol
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Different Types of Topologies 

• Bus Topology 

• Star Topology 

• Ring Topology 

• Mesh Topology 

• Hybrid Topology 

 

Bus Topology 

 

• All the nodes (file server, workstations, and peripherals) on a bus topology are 

connected by one single cable. 

• A bus topology consists of a main run of cable with a terminator at each end. All nodes 

(file server, workstations, and peripherals) are connected to the linear cable. 

• Popular on LANs because they are inexpensive and easy to install. 

Advantages of Bus Topology 

• It is Cheap, easy to handle and implement. 

• Require less cable 

• It is best suited for small networks. 

 

Disadvantages of Bus Topology 

 

• The cable length is limited. This limits the number of stations that can be connected. 

• This network topology can perform well only for a limited number of nodes. 

 

Ring Topology 
• In a ring network, every device has exactly two neighbors for communication purposes. 

• All messages travel through a ring in the same direction. 
• A failure in any cable or device breaks the loop and can take down the entire network. 
• To implement a ring network we use the Token Ring technology 
• A token, or small data packet, is continuously passed around the network. When a 
device needs to transmit, it reserves the token for the next trip around, and then 
attaches its data packet to it. 
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Advantage of Ring Topology 

 

• Very orderly network where every device has access to the token and the opportunity 

to transmit. 

• Easier to Mange than a Bus Network 

• Good Communication over long distances 

• Handles high volume of traffic 

Disadvantages of Ring Topology 

 
• The failure of a single node of the network can cause the entire network to fail. 

• The movement or changes made to network nodes affects the Performance of the 
entire network. 

Star Topology 

• In a star network, each node (file server, workstations, and peripherals) is connected 

to a central device called a hub. 

• The hub takes a signal that comes from any node and passes it along to all the other 

nodes in the network. 

• Data on a star network passes through the hub, switch, or concentrator before 

continuing to its destination. 

• The hub, switch, or concentrator manages and controls all functions of the network. 

• The star topology reduces the chance of network failure by connecting all of the 

systems to a central node. 
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Advantages of Star Topology 

• Easy to manage 

• Easy to locate problems (cable/workstations) 

• Easier to expand than a bus or ring topology. 

• Easy to install and wire. 

• Easy to detect faults and to remove parts. 

Disadvantages of Star Topology 

• Requires more cable length than a linear topology. 

• If the hub fails, nodes attached are disabled. 

• More expensive because of the cost of the concentrators. 

Mesh Topology 

• In this topology, each node is connected to every other node in the network. 

• Implementing the mesh topology is expensive and difficult. 

• In this type of network, each node may send message to destination through multiple 

paths. 

• While the data is travelling on the Mesh Network it is automatically configured to reach 

the destination by taking the shortest route which means the least number of hops. 

 
Advantage of Mesh Topology 

• No traffic problem as there are dedicated links. 

• It has multiple links, so if one route is blocked then other routes can be used for data    

    Communication. 

• Points to point links make fault identification easy. 

Disadvantage of Mesh Topology 

• There is mesh of wiring which can be difficult to manage. 

• Installation is complex as each node is connected to every node. 

• Cabling cost is high. 

 

Hybrid Topology 

• A combination of any two or more network topologies. 

• A hybrid topology always accrues when two different basic network topologies are 

connected. 

• It is a mixture of above mentioned topologies. Usually, a central computer is attached 

with sub-controllers which in turn participate in a variety of topologies 
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Advantages of a Hybrid Topology 

• It is extremely flexible. 

• It is very reliable. 

Disadvantages of a Hybrid Topology 

• Expensive 

----------------------------------------------------------------------------------------------------------------------------------------------------- 

1.2. Types of Networks 

6. What are the needs for computer networks? 

The following are the potential needs for computer networks. 

Information exchange 

To exchange data and information between different individual users, it is necessary to 

interconnect the individual users' computers. 

Resource sharing 

The cost of computer,laser printer, bulk storage, and large enterprise software remains 

high. When computers are interconnected, there is a possibility that, users connected to 

the network may share the above mentioned resources. 

Local Area Network (LAN) is generally a privately owned network within a single office, 

building or campus, covering a distance of a few kilometres. 

----------------------------------------------------------------------------------------------------------------------------------------------------- 
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7. Explain the types of networks in detail *** 

 

LAN 

 A local area network, or LAN, consists of a computer network at a single site, 

typically an individual office building. A LAN is very useful for sharing resources, such as 

data storage and printers. LANs can be built with relatively inexpensive hardware, such 

as hubs, network adapters and Ethernet cables. 

 
 

MAN  

 A metropolitan area network (MAN) is a network that interconnects users with 

computer resources in a geographic area or region larger than that covered by even a 

large local area network (LAN) but smaller than the area covered by a wide area network 

(WAN).  

 It is for the customers who have their end points across the city or town .Eg.  

A organisation computers connected across the city having branches.  

 

 
 

WAN 

 A Wide area network (WAN) is a telecommunication network that is used for 

connecting computers and covers a wide geographical area. WANs often contain a few 

smaller networks (LANs, MANs, etc.).A WAN span across city, state, country or even 

continent boundaries.  
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CAN 

A campus area network (CAN) is a network of multiple interconnected local area 

networks (LAN) in a limited geographical area. A CAN is smaller than a wide area network 

(WAN) or metropolitan area network (MAN). A CAN is also known as a corporate area 

network (CAN).  

Local networks are common in the education field. Most schools and other educational 

institutions have computers connected to a local network. 

 

HAN  

A Home Area Networks (HAN) is a type of local area network that is used in an individual 

home. The home computers can be connected together by twisted pair or by a wireless 

network. HAN facilitates the communication and interoperability among digital devices at 

the home, allows to easier access to the entertainments and increase the productivity, 

organize the home security 

Internet  
Internet is a world-wide / global system of interconnected computer networks. It  

Is network of network in which users of any network can communicate with anyone of 
any network. The most widely used part of the internet is world wide web (www) 
internet facility is accessed by hundreds of Billions peoples every day. It uses TCP/IP 
protocol 
 
Intranet 
 An intranet is a private network that is contained within an enterprise. It may consist of 
many interlinked local area networks and also use leased lines in the wide area network. 
The main purpose of an intranet is to share company information and computing 
resources among employees. An intranet can also be used to facilitate working in groups 
and for teleconferences. 
 
 
 
 

http://searchnetworking.techtarget.com/definition/network
http://searchwinit.techtarget.com/definition/enterprise
http://searchenterprisewan.techtarget.com/definition/WAN
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Extranet 
 An extranet is a private network that uses Internet technology and the public 
telecommunication system to securely share part of a business's information or 
operations with suppliers, vendors, partners, customers, or other businesses. An 
extranet can be viewed as part of a company's intranet that is extended to users outside 
the company. 
 
Client server Network 
 A computer network in which one centralized, powerful computer (calledthe server) is 
a hub to which many less powerful personal computers orworkstations (called clients) ar
e connected. The clients run programs andaccess data that is stored on the server. 
 
Peer-to-Peer network  
 A network of personal computers, each of which acts as both client and server, so that 
each can exchange files and email directly with every other computer on the network. 
Each computer can access any of the others, Peer-to-peer networks are less expensive 
than client/server networks but less efficient when large amounts of data need to be 
exchanged. 
----------------------------------------------------------------------------------------------------------------------------------------------------- 

1.3 Transmission Media 
 
8. Explain transmission Media and its classification 
 

A transmission medium can be broadly defined as anything that can carry 

information from a source to destination. In data communication the definition of 

information and the transmission medium is more specific.  

 

The transmission medium is usually free space, metallic cable or fiber-optic cable. 

Transmission media can be divided into two broad categories:  

 Guided (wired-metallic medium)  

 Unguided (wireless) 
 
Classification of Transmission medium 

 
----------------------------------------------------------------------------------------------------------------------------------------------------- 

http://searchwindevelopment.techtarget.com/definition/intranet
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9. Explain Guided transmission media with neat diagrams 

Guided media:  

There are many types of guided media:  

1. Twisted pair  

2. Coaxial  

3. Fiber optics  

Twisted pair and coaxial cable use a metallic (copper) conductor that accepts and 

transport signals in the form of electric current.  

Fiber optics is a cable that accepts and transports signals in the form of light.  

Twisted pair:  

A twisted pair consists of two conductors usually copper with its own plastic insulation, 

twisted together as shown in the following Figure  

 

One of the wires is used to carry the signal and another for ground reference. 

The receiver uses the difference between the two.  

Twisted pair is the ordinary copper wire that connects home and many business 

computers to the telephone company. To reduce crosstalk or electromagnetic induction 

between pairs of wires, two insulated copper wires are twisted around each other.  

There are two types of twisted pair:  

 UTP – Unshielded Twisted Pair  

 STP – Shielded Twisted Pair  
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UTP  

Unshielded twisted pair comes without any type of shielding at all but is still very 

capable of handling imbalances that interfere with data transmission.  

 

UTP categories  

Category 1  Voice only (Telephone)  

Category 2  Data to 4 Mbps (Local talk)  

Category 3  Data to 10Mbps (Ethernet)  

Category 4  Data to 20Mbps (Token ring)  

Category 5  

Category 5e  

Data to 100Mbps (Fast Ethernet)  

Data to 1000Mbps (Gigabit Ethernet)  

Category 6  Data to 2500Mbps (Gigabit Ethernet)  

 

STP  

Shielded twisted pair cabling, or STP, has a metallic foil that encases the twisted 

wire pairs inside a cable. This protects against electromagnetic interference and 

allows for a faster transmission of data.  

 

 
 Coaxial  

A type of wire that consists of a center wire surrounded by insulation and then a 

grounded shield of braided wire. The shield minimizes electrical and radio frequency 

interference.  

Coaxial cabling is the primary type of cabling used by the cable television industry and is 

also widely used for computer networks, such as Ethernet. Although more expensive 

than standard telephone wire, it is much less susceptible to interference and can carry 

much more data.  
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Categories of coaxial cable  

 

Coaxial cables are categorized by their radio government (RG) ratings.  

 
Fiber-optic Cable  

 A technology that uses glass (or plastic) threads (fibers) to transmit data. 

  A fiber optic cable consists of a bundle of glass threads, each of which is capable 

of transmitting messages modulated onto light waves.  

 A fiber-optic cable is made up of incredibly thin strands of glass or plastic known 

as optical fibers 

 It can carry something like 25,000 telephone calls, so an entire fiber-optic cable 

can easily carry several million calls.  

 
Types of fiber-optic cables  

Optical fibers carry light signals down them in what are called modes.  
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Single Mode 

 The simplest type of optical fiber is called single-mode. It has a very thin core 

about 5-10 microns (millionths of a meter) in diameter. 

  In a single-mode fiber, all signals travel straight down the middle without 

bouncing off the edges (red line in diagram).  

 Cable TV, Internet, and telephone signals are generally carried by single-mode 

fibers, wrapped together into a huge bundle. Cables like this can send information 

over 100 km (60 miles).  

 

Multi Mode 

 

 Another type of fiber-optic cable is called multi-mode. Each optical fiber in a multi-

mode cable is about 10 times bigger than one in a single-mode cable.  

 This means light beams can travel through the core by following a variety of 

different paths (purple, green, and blue lines)—in other words, in multiple 

different modes.  

 Multi-mode cables can send information only over relatively short distances and 

are used (among other things) to link computer networks together.  

 

Fiber optics has several advantages over traditional metal communications lines:  

 Fiber optic cables have a much greater bandwidth than metal cables. This means 

that they can carry more data.  

 Fiber optic cables are less interference than metal cables 

 Fiber optic cables are much thinner and lighter than metal wires.  

 Data can be transmitted digitally (the natural form for computer data) rather than 

analogically.  

 
----------------------------------------------------------------------------------------------------------------------------------------------------- 

10. Explain unguided transmission media in detail 

Unguided Media 

 

 Radio Waves 

 

 Radio waves are an invisible form of electromagnetic radiation that varies in 

wavelength from around a millimetre to 100,000 km, making it one of the widest 

ranges in the electromagnetic spectrum 

 Radio wave signal range between 3KHZ & 300KHZ. 

 Radio wave is most famously utilized to send audio, images, and text in the form 

of signals.  

Five types of radio wave propagation 
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1. Surface: In this mode, the radio wave propagation interacting by semi conductive 

surface of the earth. It has lower frequencies (30 t0 3000KHZ).In this radio waves travel 

through the lowest atmosphere in all direction from the antenna. 

 

2. Troposphere: It has higher frequencies. The radio signals is directed in a straight line 

from antenna to antenna 

 

3. Ionosphere: In this propagation high frequency radio waves are radiated upwards to 

the ionosphere. It reflects back to the earth. It covers the maximum distance. 

 

4. Line of sight: The receive station must be in the view of the transmit station (100 km 

from horizon) 

 

5. Space propagation: Radio waves are transmitted through satellite relays using 

atmosphere refraction 

 

 Microwave: 

 

Microwave transmission is the line of sight transmission. The transmit station must 

be in visible contact with receiving station. It transmits data to 50km in geographical 

area.Reapeater station must be placed for long distance communication. It carries the 

large quantities of data with larger bandwidth for transmission 

 

D.Adv: 

* Attenuation by solid objects 

* Reflected from flat surface like water and metal  

 

 Infrared: 

 

These are used for short range communication 

These signals interference between one systems to another 

We cannot use infrared waves outside the building 

 

 Low Orbit Satellite (LOS)  

Satellites are launched into orbit, which is to say that they are shot up into the sky on 

rockets to get them up above the atmosphere where there is no friction.  

 

The idea is to get them flying so fast, that when they fall back to earth, they fall towards 

earth at the same rate as the earth's surface falls away from them.  
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When an object's path around the earth, when it's "trajectory" matches the earth's 

curvature, the object is said to be "in orbit".  

Satellite Characteristics  

• Key component: transponder  

– Accepts signal from earth  

– Shifts signal to another frequency  

– Amplifies signal and…  

– Rebroadcasts signal to earth  

• Distance has impact on system:  

– Requires significant power  

– Amount of delay is measurable and significant factor  

• Uplink always at a higher frequency than downlink  

 
 VSAT (Very Small Aperture Terminal) 

 

 VSAT (Very Small Aperture Terminal) is a satellite communications system that 
serves home and business users. 

 A VSAT end user needs a box that interfaces between the user's computer and 
an outside antenna with a transceiver.  

 The transceiver receives or sends a signal to a satellite transponder in the sky. 
The satellite sends and receives signals from an earth station computer that acts 
as a hub for the system.  

 Each end user is interconnected with the hub station via the satellite in a star 
topology. For one end user to communicate with another, each transmission has 
to first go to the hub station which retransmits it via the satellite to the other 
end user's VSAT.  

 VSAT handles data, voice, and video signals. 
 

 
 

 
-------------------------------------------------------------------------------------------------------------------------------------------------- 
 
 
 

http://searchmobilecomputing.techtarget.com/definition/satellite
http://searchnetworking.techtarget.com/definition/transceiver
http://searchmobilecomputing.techtarget.com/definition/transponder
http://searchnetworking.techtarget.com/definition/hub
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1.4. Network devices: 
 
11. Explain different types of network devices in detail *** 
 
Computer networking devices:  

 To connect the computer and other devices to form a network depending 

upon the type and security features to be applied to the network the various 

networking devices such as Hub, bridges, switches and routers are used.  

To build a network based on the type of network many networking components and 
software are required. 
 
Hub is a connecting device in which various types of cables are connected to centralize 

network traffic through a single connecting point. 

 

 Hub 

 

 
Description 

 Hub with multiple ports is used to connect topologies, segments of LAN and to 

monitor network traffic. 

 It manages and controls the send and receives data to and from the computers. 

Types 

Active hub 

 Can store, amplify, split and retransmit the received signals. 

 Requires additional electronic circuit for performing different functions. 

 It does work of repeater to amplify the signal, so it is also called as repeater. 

Passive hub 

 Can only forward received signal without amplifying it. 

 It doesn't content any additional electronic circuit. 

Intelligent hub 

 Performs functions of both active and passive hub. 

 Quickly routes the signals between the ports of hub. 

 Also performs different functions of router and bridge. 

 So it is called as intelligent hub. 



SPC/COMP/IV SEM: M242 – Computer Networks & Security  Page 20 
 

 
 Switches 

 

 
Definition 

Switch is a multiple LAN connecting device, which takes incoming data packet from any 

multiple input ports and passes the data packet to specific output port. 

Description 

 It works same as hub but does its work very efficiently. 

 It uses MAC address information to switch forward the data packets to a 

particular destination device. 

 By monitoring the network traffic, it can learn where the particular addresses are 

located. 

 Minimizes the collision of data packets. 

 Provides better security and better utilization of limited bandwidth. 

Working 

 Uses two different method for switching the packets :  

1)Cut-through  

2) Store and forward 

 In cut-through method switch examines the header of the packet and 

decides, where to pass the packet before it receives the whole packet.  

Increases the chances of errors without verifying the data integrity. 

 In store and forward method switch reads the entire packet in its 

memory and checks for error before transmitting the packet.  

This method is slower and time consuming but error free. 

 
 Router 
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Definition 

Router is internetwork connecting device that determines most efficient path for 

sending a data packet to any given network. 

Description 

 Used to connect two or more similar or dissimilar topological LANs or WLANs 

 Provides a better protection as a hardware firewall against hacking. 

 Routers are intelligent enough to determine shortest and fastest path from 

source to destination in a network using algorithms. 

Wired Routers are commonly used in large office complexes, where wiring exists for 

every office room or cube. Wired routers are also usually less expensive than wireless 

options. These routers offer better network security options since the data is easily 

contained and secured. 

 

Wireless Routers are used when computers are installed in spaces that are not reachable 

by the currently installed network. At home, for example, if the wired router is installed 

in the basement for one computer, a person using another desktop on an upper level can 

get access to the network by using a "wireless adapter" that can communicate with the 

wired router downstairs. Most users of wireless adapters are consumers with mobile PCs 

(laptops). 

 

 Gateway 

 

 
Definition 

Gateway is a network point that act as entry point to other network and translates one 

data format to another. 

Description 

Following are some common functions of the gateway: 

 Protocol translation: translates protocol format into required protocol format of 

the network, such as X.25 to TCP/IP. 

 Network address translation: translates your public IP address to the private IP 

addresses on your network. 

 DHCP service: automatically assigns IP address to a computer from a defined 

range of addresses for a given network. 

 Monitoring and regulating each packet entering and leaving the network. 

---------------------------------------------------------------------------------------------------------------------------------------------------- 


