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M242 – COMPUTER NETWORS AND SECURITY 
 

UNIT - IV NETWORK SECURITY 

 
 Introduction to Network security: 

 
1. Define network security and explain the needs for network security 

• Network security means to protect your computer system from unwanted 

damages caused due to network. 

• One of the major reasons for such damages is the viruses and spywares. 

• The people who intentionally put such software on the network are called 

Hackers. So the network needs security against attackers and hackers. 

• Network Security includes two basic securities. The first is the security of data 

information i.e. to protect the information from unauthorized access and loss. 

• Second is computer security i.e. to protect data from hackers. Here network 

security not only means security in a single network rather in any network or 

network of networks. 

Need for security 

• To protect the secret information users on the net only. No other person should 

see or access it. 

• To protect the information from unwanted editing, accidently or intentionally by 

unauthorized users. 

• To protect the information from loss and make it to be delivered to its destination 

properly. 

• To protect the message from unwanted delay in the transmission lines/route in 

order to deliver it to required destination in time, in case of urgency. 

----------------------------------------------------------------------------------------------------------------------------- -------------- 

2. Explain the principles of network security 

1. Encryption 

In a simplest form, encryption is to convert the data in some unreadable form. This helps 

in protecting the privacy while sending the data from sender to receiver. On the receiver 

side, the data can be decrypted and can be brought back to its original form. The reverse 

of encryption is called as decryption. The concept of encryption and decryption requires 

some extra information for encrypting and decrypting the data. This information is 

known as key. There may be cases when same key can be used for both encryption and 

decryption while in certain cases, encryption and decryption may require different keys. 

2. Authentication 

This is another important principle of cryptography. In a layman’s term, authentication 

ensures that the message was originated from the originator claimed in the message. 

3. Integrity 

This means that Cryptography should ensure that the messages that are received by the 

receiver are not altered anywhere on the communication path. This can be achieved by 

using the concept of cryptographic hash. 
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4. Non Repudiation 

What happens if A sends a message to B but denies that she has actually sent the 

message? Cases like these may happen and cryptography should prevent the originator 

or sender to act this way. One popular way to achieve this is through the use of digital 

signatures. 

-------------------------------------------------------------------------------------------------------------------------------- 

3. Explain the types of attacks in detail *** 

 
Security Attacks 

Attack is an intelligent act that attempt to avoid security services and violate the 
security policy of a system. Threat is a potential for violation of security, which exists 
when there is a circumstance, capability, action, or event that could break security and 
cause harm. Security attacks can be classified as passive attacks andactive attacks. A 
passive attack attempts to learn information from the system but does not affect system 
resources. An active attack attempts to modify information and alter system resources.  

Passive Attacks 

1. Release of message contents – The opponent reads the contents of the 
message in transmissions. The common technique      for preventing release of 
message content is masking contents using encryption. 

2. Traffic analysis – Even if the message content is encrypted, the opponent 
might still be able to observe the pattern of these messages. The opponent 
could determine the location and identity of communicating hosts and could 
observe the frequency and length of messages being exchanged. 

Active Attacks 

1. Masquerade – Attacker creates his own message with the identity of a 
authorized user and send the message to another authorized user. 

       2. Replay – It involves the passive capture of a data unit and its subsequent 
retransmission to produce an unauthorized effect. 

3. Modification of messages – Some portion of a legitimate message is altered, 
or messages are delayed or reordered,      to produce an unauthorized effect. 

4. Denial of service – This attack prevents the normal use of communications 
facilities.  

----------------------------------------------------------------------------------------------------------------------------- ----- 

4. Explain security services in detail 

Security Services 

Network security can provide five services. Four of these services are related to the 

message exchanged using the network: message confidentiality, integrity, 
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authentication, and nonrepudiation. The fifth service provides entity authentication or 

identification. 

1. Message Confidentiality 

Message confidentiality or privacy means that the sender and the receiver expect 

confidentiality. The transmitted message must make sense to only the intended receiver. 

To all others, the message must be protected. 

2. Message Integrity 

Message integrity means that the data must arrive at the receiver exactly as they were 

sent. There must be no changes during the transmission, neither accidentally nor 

maliciously. 

3. Message Authentication 

Message authentication is a service beyond message integrity. In message authentication 

the receiver needs to be sure of the sender's identity and that an imposter has not sent 

the message. 

4. Message Nonrepudiation 

Message non repudiation means that a sender must not be able to deny sending a 

message. 

5. Entity Authentication 

In entity authentication (or user identification) the entity or user is verified prior to 

Access to the system resources. 

----------------------------------------------------------------------------------------------------------------------------- ------- 

5. Explain the security mechanism provided for network transmission 

1. Physical Security 

Physical security refers to limiting access to key network resources by keeping the 

resources behind a locked door and protected from natural and human-made disasters. It 

can also protect the network from hackers, competitors, and terrorists walking in off the 

street and changing equipment configurations. 

2. Authentication 

Authentication identifies who is requesting network services. The term authentication 

usually refers to authenticating users but can also refer to authenticating devices or 

software processes. Most security policies state that to access a network and its services, 

a user must enter a login ID and password that are authenticated by a security server. To 

maximize security, one-time (dynamic) passwords can be used. 

3. Authorization 

Whereas authentication controls who can access network resources, authorization says 

what they can do after they have accessed the resources. Authorization grants privileges 

to processes and users. 

4. Accounting (Auditing) 

To effectively analyze the security of a network and to respond to security incidents, 

procedures should be established for collecting network activity data. Collecting data is 

called accounting or auditing. 
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 Cryptography: 

 
6. Explain cryptography in detail 

Definition 

Cryptography, a word with Greek origins, means "secret writing. The term to refer to the 

science and art of transforming messages to make them secure and immune to attacks. 

 
Two Categories 

 
We can divide all the cryptography algorithms (ciphers) into two groups: 

• Symmetric key (also called secret-key) cryptography algorithms 

• Asymmetric (also called public-key) cryptography algorithms. 

 
Symmetric Key Cryptography 

 
In symmetric-key cryptography, the same key is used by both parties. The sender uses 

this key and an encryption algorithm to encrypt data; the receiver uses the same key and 

the corresponding decryption algorithm to decrypt the data. In symmetric key 

cryptography, the same key is used by the sender (for encryption) and the receiver (for 

decryption). The key is shared. 

 
Asymmetric-Key Cryptography 

 
In asymmetric or public-key cryptography, there are two keys: a private key and a public 

key. The private key is kept by the receiver. The public key is announced to the public. 

Imagine A wants to send a message to B. A uses the public key to encrypt the message. 

When the message is received by B, the private key is used to decrypt the message. 

In public-key encryption/decryption, the public key that is used for encryption is different 

from the private key that is used for decryption. The public key is available to the public;' 

the private key is available only to an individual. 

 
Three Types of Keys 

 
Three types of keys in cryptography: the secret key, the public key, and the private key. 

The first, the secret key, is the shared key used in symmetric-key cryptography. The 

second and the third are the public and private keys used in asymmetric-key 

cryptography. 

----------------------------------------------------------------------------------------------------------------------------- -------- 
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7. Explain Symmetric Encryption Principles in details 

 
Symmetric Encryption Principles consists of five components, namely 

1. Plain text 

2. Encryption algorithm 

3. Secret key 

4. Cipher text 

5. Decryption algorithm 
 
 

 
 

In cryptography the original message (before being transformed) is known as Plaintext. 

After the message is transformed, it is known as Cipher text. An encryption algorithm 

transforms the plaintext into cipher text; a decryption algorithm transforms the cipher 

text back into plaintext. The sender uses an encryption algorithm, and the receiver uses a 

decryption algorithm. 

 
----------------------------------------------------------------------------------------------------------------------------- ----------- 

8. Write short notes on Symmetric Block Encryption Algorithm 

Symmetric Block Encryption Algorithm 

Symmetric-key encryption can use either stream ciphers or block ciphers. Stream ciphers 

encrypt the digits (typically bytes) of a message one at a time. Block ciphers take a 

number of bits and encrypt them as a single unit, padding the plaintext so that it is a 

multiple of the block size. Blocks of 64 bits were commonly used. 

 
Modern Round Ciphers 

 
The ciphers of today are called round ciphers because they involve multiple rounds, 

where each round is a complex cipher made up of the simple ciphers. The key used in 

each round is a subset or variation of the general key called the round key. If the cipher 

has N rounds, a key generator produces N keys, Kb Kz, ..., KN, where K1 is used in round 1, 

K2 in round 2, and so on. 

----------------------------------------------------------------------------------------------------------------------------- ---------- 
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9. Explain the concept of Data Encryption Standard (DES) security algorithm 

 
Data Encryption Standard (DES) 

The Data Encryption Standard (DES) is a symmetric-key block cipher published by the 

National Institute of Standards and Technology (NIST). 

It uses 16 round processes. The block size is 64-bit. Though, key length is 64-bit, DES has 

an effective key length of 56 bits, since 8 of the 64 bits of the key are not used by the 

encryption algorithm (function as check bits only). General Structure of DES is depicted in 

the following illustration. 

 
DES Structure 

 
DES Analysis 

The DES satisfies both the desired properties of block cipher. These two properties make 

cipher very strong. 

• Avalanche effect − A small change in plaintext results in the very grate change in 

the cipher text. 

• Completeness − Each bit of cipher text depends on many bits of plaintext. 

 
----------------------------------------------------------------------------------------------------------------------------- ---- 
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10. Explain the concept of Advanced Encryption Standard (AES) security algorithm 

 
The more popular and widely adopted symmetric encryption algorithm likely to be 

encountered nowadays is the Advanced Encryption Standard (AES). It is found at least six 

times faster than triple DES. 

The features of AES are as follows 

• Symmetric key symmetric block cipher 

• 128-bit data, 128/192/256-bit keys 

• Stronger and faster than Triple-DES 

• Provide full specification and design details 

• Software implementable in C and Java 
 
 

AES Structure 

 
Operation of AES 

AES is an iterative rather than Feistel cipher. It is based on ‘substitution–permutation 

network’. It comprises of a series of linked operations, some of which involve replacing 

inputs by specific outputs (substitutions) and others involve shuffling bits around 

(permutations). 

Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES 

treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes are arranged in four 

columns and four rows for processing as a matrix − 

Unlike DES, the number of rounds in AES is variable and depends on the length of the 

key. AES uses 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256- 

bit keys. Each of these rounds uses a different 128-bit round key, which is calculated from 

the original AES key. 

 
----------------------------------------------------------------------------------------------------------------------------- -------- 
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11. Write short notes on stream ciphers 

A stream cipher is a symmetric key cipher where plaintext digits are combined with a 

pseudorandom cipher digit stream (key stream). In a stream cipher, each plaintext digit is 

encrypted one at a time with the corresponding digit of the key stream, to give a digit of 

the cipher text stream 

 
 

 

 
Stream ciphers encrypt bits individually. This is achieved by adding a bit from a key 

stream to a plaintext bit. There are synchronous stream ciphers where the key stream 

depends only on the key, and asynchronous ones where the key stream also depends on 

the cipher text. 

---------------------------------------------------------------------------------------------------------------------------------------------------- 
 

12. Explain RC4 security algorithm in detail 

RC4 Algorithm 

In the RC4 encryption algorithm, the key stream is completely independent of the 

plaintext used. An 8 * 8 S-Box (S0 to S255), where each of the entries is a permutation of 

the numbers 0 to 255, and the permutation is a function of the variable length key. There 

are two counters i, and j, both initialized to 0 used in the algorithm. 

The algorithm uses a variable length key from 1 to 256 bytes to initialize a 256-byte state 

table. The state table is used for subsequent generation of pseudo-random bytes and 

then to generate a pseudo-random stream which is XORed with the plaintext to give the 

ciphertext. Each element in the state table is swapped at least once. 

The key is often limited to 40 bits, because of export restrictions but it is sometimes used 

as a 128 bit key. It has the capability of using keys between 1 and 2048 bits. RC4 is used in 

many commercial software packages such as Lotus Notes and Oracle Secure SQL. 

--------------------------------------------------------------------------------------------------------------------------------- 
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13. Explain Digest functions in detail 

Digest Functions 

Message digest functions also called hash functions , are used to produce digital 

summaries of information called message digests. Message digests (also called hashes ) 

are commonly 128 bits to 160 bits in length and provide a digital identifier for each digital 

file or document. Message digest functions are mathematical functions that process 

information to produce a different message digest for each unique document. the 

following Figure shows the basic message digest process. 

 

 
---------------------------------------------------------------------------------------------------------------------------------------------- 

 

Public key Cryptography Principles 
 

Asymmetric-key (public key cryptography). An asymmetric-key (or public-key) cipher uses 

two keys: one private and one public. Two algorithms: RSA and Diffie-Hellman are used in 

asymmetric-key. 

14. Explain RSA algorithm in detail 
 

✓ RSA is a cryptosystem for public-key encryption, and is widely used for securing 

sensitive data, particularly when being sent over an insecure network such as the 

Internet. 

✓ RSA is an algorithm used by modern computers to encrypt and decrypt messages. 

It is an asymmetric cryptographic algorithm. 

✓ Asymmetric means that there are two different keys. This is also called public key 

cryptography, because one of them can be given to everyone. 

✓ The other key must be kept private. 

✓ RSA stands for Ron Rivest, Adi Shamir and Leonard Adleman, who first publicly 

described it in 1978. 

https://simple.wikipedia.org/wiki/Algorithm
https://simple.wikipedia.org/wiki/Encryption
https://simple.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Ron_Rivest
https://en.wikipedia.org/wiki/Adi_Shamir
https://en.wikipedia.org/wiki/Leonard_Adleman
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1. Generate two large random primes, p and q, of approximately equal size such that 

their product n = pq is of the required bit length, e.g. 1024 bits. 

2. Compute n = pq and (phi) φ = (p-1)(q-1). 

3. Choose an integer e, 1 < e < phi, such that gcd(e, phi) = 1. 

4. Compute the secret exponent d, 1 < d < phi, such that ed ≡ 1 (mod phi). 

5. The public key is (n, e) and the private key (d, p, q). Keep all the values d, p, q and 

phi secret. [We prefer sometimes to write the private key as (n, d) because you 

need the value of n when using d. Other times we might write the key pair as ((N, 

e), d).] 

 
• n is known as the modulus. 

• e is known as the public exponent or encryption exponent or just the exponent. 

• d is known as the secret exponent or decryption exponent. 

------------------------------------------------------------------------------------------ 

 
15. Explain diffiehelmen algorithm in detail 

Operation: 
 

 This is the original algorithm.  
 

 

 

The Diffie-Hellman algorithm was developed by Whitfield Diffie and Martin Hellman in 

1976. This algorithm was devices not to encrypt the data but to generate same private 

cryptographic key at both ends so that there is no need to transfer this key from one 

communication end to another. Though this algorithm is a bit slow but it is the sheer 

power of this algorithm that makes it so popular in encryption key generation. 

Steps in the algorithm: 

✓ Alice and Bob agree on a prime number p and a base g. 

✓ Alice chooses a secret number a, and sends Bob (ga mod p) 

✓ Bob chooses a secret number b, and sends Alice (gb mod p) 

✓ Alice computes ((gb mod p)a mod p) 

✓ Bob computes ((ga mod p)b mod p). 

 
Both Alice and Bob can use this number as their key. Notice that p and g need not be 

protected. 
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Diffie-Hellman Example: 

✓ Alice and Bob agree on p = 23 and g = 5. 

✓ Alice chooses a = 6 and sends 56 mod 23 = 8. 

✓ Bob chooses b = 15 and sends 515 mod 23 = 19. 

✓ Alice computes 196 mod 23 = 2 

✓ Bob computes 815 mod 23 = 2. 

-------------------------------------------------------------------------------------------------------------------------- 
 

16. What is Digital Signature? Explain 
 

Digital signatures are the public-key primitives of message authentication. In the physical 

world, it is common to use handwritten signatures on handwritten or typed messages. 

They are used to bind signatory to the message. 

Similarly, a digital signature is a technique that binds a person/entity to the digital data. 

This binding can be independently verified by receiver as well as any third party. Digital 

signature is a cryptographic value that is calculated from the data and a secret key known 

only by the signer. 

In real world, the receiver of message needs assurance that the message belongs to the 

sender and he should not be able to repudiate the origination of that message. This 

requirement is very crucial in business applications, since likelihood of a dispute over 

exchanged data is very high. 

--------------------------------------------------------------------------------------------------------------------------------------- 
 

 Network Security Application: 
 

17. List out network security applications in detail 
 

Network security consists of the policies and practices adopted to prevent and monitor 

unauthorized access, misuse, modification, or denial of a computer network and 

network-accessible resources. ... It does as its title explains: It secures the network, as 

well as protecting and overseeing operations being done. 

The following are some of the network security applications 
 

1. Authentication applications (Kerberos) 
 

2. Web security standards ( SSL / TSL ) 
 

3. Email security 
 

4. IP security 
 

----------------------------------------------------------------------------------------------------------------------------- 
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18. Explain the concept of Kerberos in detail 
 

Kerberos is a protocol for authenticating service requests between trusted hosts across a 

un trusted network, such as the internet. Kerberos is built in to all major operating 

systems, including Microsoft Windows, Apple OS X, FreeBSD and Linux. 

Kerberos has several important advantages. For example, it: 
 

• is very secure, preventing various types of intrusion attacks 
 

• uses "tickets" that can be securely presented by a client or a service on the 

client's behalf to a server for access to services 

• permits Cross-Forest Trusts to use transitive properties and eliminate the "full 

mesh" scenario; all domains in both forests establish a trust with a single Kerberos 

trust at the root 

• permits interoperability with other Kerberos realms such as Unix; this permits 

non-Windows clients to authenticate to Windows domains and gain access to 

resources 

• provides authentication across the Internet for Web apps 
 

------------------------------------------------------------------------------------------------------------------------------ 
 

4.4 Internet Security 
 

19. What is Email Security? Explain 
 

Email security refers to the collective measures used to secure the access and content of 

an email account or service. It allows an individual or organization to protect the overall 

access to one or more email addresses/accounts. 

An email service provider implements email security to secure subscriber email accounts 

and data from hackers - at rest and in transit. 

Email security is a broad term that encompasses multiple techniques used to secure an 

email service. From an individual/end user standpoint, proactive email security measures 

include: 

• Strong passwords 

• Password rotations 

• Spam filters 

• Desktop-based anti-virus/anti-spam applications 

 
----------------------------------------------------------------------------------------------------------------------------- ------ 

http://searchsecurity.techtarget.com/definition/authentication
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20. Explain PGP (Pretty Good Privacy) in detail. 

Pretty Good Privacy or PGP is a popular program used to encrypt and decrypt email over 

the Internet, as well as authenticate messages with digital signatures and encrypted 

stored files. 

Setting up PGP/GPG will allow you to: 

• Verify automated messages from Kraken, so that you can be sure they came from 

us and haven't been tampered with en route. 

• Receive encrypted automated email from us. Some of these emails will contain 

sensitive information, such as account recovery instructions, so encryption adds 

an extra layer of security. 

• Help secure your Kraken account if your email is ever compromised. 

 
----------------------------------------------------------------------------------------------------------------------------- ---------- 

21. What is S/ MIME ? Explain 

 
✓ S/MIME (Secure Multi-Purpose Internet Mail Extensions) is a secure method of 

sending e-mail that uses the Rivest-Shamir-Adleman encryption system. 

✓ S/MIME is included in the latest versions of the Web browsers from Microsoft and 

Netscape and has also been endorsed by other vendors that make messaging 

products. 

✓ RSA has proposed S/MIME as a standard to the Internet Engineering Task Force 

(IETF). An alternative to S/MIME is PGP/MIME, which has also been proposed as a 

standard. 

S/MIME provides two security services: 

• Digital signatures 

• Message encryption 

These two services are the core of S/MIME-based message security. All other concepts 

related to message security support these two services. Although the full scope of 

message security may seem complex, these two services are the basis of message 

security. After gaining a basic understanding of digital signatures and message 

encryption, you can then learn how other concepts support these services. 

Each service will be reviewed individually, and then information about how the two 

services work together will be provided. 

 
----------------------------------------------------------------------------------------------------------------------------- ------- 

22. Explain IPSecurity architecture in detail 

Internet Protocol Security (IPSec) is a framework of open standards for ensuring private, 

secure communications over Internet Protocol (IP) networks, through the use of 

cryptographic security services. 

http://searchsecurity.techtarget.com/definition/encryption
http://searchmobilecomputing.techtarget.com/definition/e-mail
http://searchwindevelopment.techtarget.com/definition/Internet
http://searchsecurity.techtarget.com/definition/digital-signature
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• Architecture: Covers the general concepts, security requirements, definitions, and 

mechanisms defining IPsec technology. 

• Authentication Header (AH): AH is an extension header for message authentication, 

now deprecated. 

• Encapsulating Security Payload (ESP): ESP consists of an encapsulating header and 

trailer used to provide encryption or combined encryption/authentication. 

• Internet Key Exchange (IKE): a collection of documents describing the key 

management schemes for use with IPsec. 

• Cryptographic algorithms: a large set of documents that define and describe 

cryptographic algorithms for encryption, message authentication, pseudorandom 

functions (PRFs), and cryptographic key exchange. 

------------------------------------------------------------------------------------------------------------------------------------- 
 

Web Security 
 

The World Wide Web is widely used by businesses, government agencies, and many 

individuals. 

The web needs added security mechanisms to address these threats. 

The threats faced by web are 

1. Integrity 
 

2. Confidentiality 
 

3. Denial of service 
 

4. Authentication 
 

------------------------------------------------------------------------------------------------------------------------------- 
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23. Explain concept of SSL in detail 
 

Secure Sockets Layer (SSL) is a computer networking protocol for securing connections 

between network application clients and servers over an insecure network, such as the 

internet. 

SSL Architecture 
 

 

 

 
The above figure shows the SSL Protocol stack. The SSL Record Protocol provides basic 

security services to various higher-layer protocols. In particular, the Hypertext Transfer 

Protocol (HTTP), which provides the transfer service for Web client/server interaction, 

can operate on top of SSL. Three higher-layer protocols are also defined as part of SSL: 

the Handshake Protocol, Change Cipher Spec Protocol, and Alert Protocol. These SSL- 

specific protocols are used in the management of SSL exchanges. 

Two important SSL concepts are the SSL connection and the SSL session. 
 

• Connection: A connection is a network transport that provides a suitable type of 

service, such connections are transient, peer-to-peer relationships, associated with one 

session. 

• Session: An SSL session is an association between a client and a server, created by the 

Handshake Protocol. Sessions define a set of cryptographic security parameters, which 

can be shared among multiple connections. Sessions are used to avoid the expensive 

negotiation of new security parameters for each connection. 

SSL Record Protocol defines two services for SSL connections. 
 

• Message Integrity: The Handshake Protocol also defines a shared secret key that is 

used to form a message authentication code (MAC), which is similar to HMAC. 

http://searchnetworking.techtarget.com/definition/protocol
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• Confidentiality: The Handshake Protocol defines a shared secret key that is used for 

conventional encryption of SSL payloads. The message is compressed before being 

concatenated with the MAC and encrypted, with a range of ciphers being supported. 

----------------------------------------------------------------------------------------------------------------------------- ------- 
 

24. Explain TLS (Transport layer Security) 
 

Transport Layer Security (TLS) is a protocol that provides privacy and data integrity 

between  two  communicating  applications.  It's  the  most  widely  deployed  

security protocol used today, and is used for Web browsers and other applications that 

require  data  to  be  securely  exchanged   over   a   network,   such   as file 

transfers, VPN connections, instant messaging and voice over IP. 

TLS has about 30 possible cipher ‘suites’, combinations of key exchange, encryption 

method, and hashing method. 

•Key exchange includes: RSA, DSS, Kerberos 

•Encryption includes: IDEA(CBC), RC2, RC4, DES, 3DES, and AES 

• Hashing: SHA and MD5 

--------------------------------------------------------------------------------------------------------------------------------------- 

25. Explain SET (Secure Electronic Transaction) in detail 
 

SET (Secure Electronic Transaction) 
 

SET is an open encryption and security specification designed to protect credit card 

transactions on the Internet. 

SET is not itself a payment system, rather it is a set of security protocols and formats that 

enables users to employ the existing credit card payment infrastructure on an open 

network, such as the Internet, in a secure fashion, by providing: 

• A secure communications channel among all parties involved in a transaction 

• Trust through the use of X.509v3 digital certificates 

• Privacy because the information is only available to parties in a transaction when and 

where necessary. 

Key features of SET 

SET incorporates the following features. 

a. Confidentiality of information 

b. Integrity of data 

c. Cardholder account authentication 

d. Merchant authentication 

 
----------------------------------------------------------------------------------------------------------------------------- ------ 

http://searchdatacenter.techtarget.com/definition/integrity
http://searchnetworking.techtarget.com/definition/protocol
http://searchnetworking.techtarget.com/definition/file-transfer
http://searchnetworking.techtarget.com/definition/file-transfer
http://searchenterprisewan.techtarget.com/definition/virtual-private-network
http://searchunifiedcommunications.techtarget.com/definition/instant-messaging
http://searchunifiedcommunications.techtarget.com/definition/VoIP

