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UNIT – I 
 

                              INTRODUCTION AND LINUX OPERATING SYSTEM 

1. What are the needs of Open Sources? 

 
i. Free Redistribution 

 
The license shall not restrict any party from redistributing the software after making 

suitable changes in it. 
 

ii. Source Code 
 

The program must include source code, and must distribute source code in a compiled 

form. They must provide a solution for downloading source code via the Internet without 

charge. 

iii. Derived Works 
 

The license must allow modifications and derived works. 
 

iv. No Discriminations Against Persons or Groups 
 

The license must not discriminate against any person or group of persons. 

 
v. License Must Not Restrict Other Software 

 
The license provided by open source software’s must not place restrictions on other 

licensed software’s. Open source software and licensed software can exist in the same 

machine and they should support each other. 

------------------------------------------------------------------------------------------------------------------- 
 
2. What are the advantages of open Source Software? 
 

i. Lesser hardware costs 
 

Since Linux and open source solutions take lesser hardware power for functioning. 
 

ii. High – quality software 
 

Open source software is mostly high- quality software. 
 

iii. No vendor lock-in 
 

Companies are dependent on a particular vendor for purchasing licensed softwares. 

But, Open Source Software gives you more freedom. 

iv. Integrated management 
 

Open source software uses technologies, such as, common information model (CIM) 

and web based enterprise management (WBEM). 

v. Simple license management 
 

When you use open source software, you would no longer need to worry about license. 
 

vi. Lower software costs 
 

Using open source software can help you minimize your expenses. You can save on 

licensing fees and maintenance fees. 

vii. Abundant support 
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You will get a lot of support when you use open source software. Open source software 

is mostly freely available and can be easily accessed through online communities. 

------------------------------------------------------------------------------------------------------------------- 

 
 

3. Write about open source applications 
 

i. Open Office 
 

Open Office is the leading open-source office software suite for word processing, 

spreadsheets, presentations, graphics, databases and more. 

ii. Sea Monkey project 
 

The Sea Monkey project is a community effort to develop the Sea Monkey all-in-one 

internet application suite. This suite Contains an Internet browser, email & newsgroup 

client, HTML editor, chat and web development tools. 

iii. Mod Security 
 

Mod Security is a web application firewall. It provides protection from a range of attacks 

against web applications. It allows for HTTP traffic monitoring, logging and real-time 

analysis. 

iv. Steel Blue 
 

Steel Blue is an open- source Web application server environment. 
 

v. Bugzilla 
 

Bugzilla is a bug tracking system. It is designed to help teams for managing software 

development processes. 

------------------------------------------------------------------------------------------------------------------- 
    
4. Write notes on Free and open-source software (FOSS) : 
 

 FOSS is a software that can be classified as both free software and open-source 
software. That is, anyone is freely licensed to use, copy, and study. 

 The source code is openly shared so that people are encouraged to voluntarily 
improve the design of the software. This is in contrast to licensed software.  

 

 The benefits of using FOSS includes decreased software costs, increased security 
and stability (especially in regard to malware), protecting privacy, and giving users 
more control over their own hardware 

 In combination with the open license, this simplifies the development process for 
many enterprises and gives them flexibility. 

Advantages 
While its lack of cost is a key advantage, FOSS has several additional benefits: 

 Its quality can be easily and greatly improved when its source code is open 
 It offers a valuable learning opportunity for programmers.  
 It can be more secure than proprietary software because bugs are identified quickly. 
 Since it is in the public domain, and constantly subject to updates. 

Popular Types 

 Open-source technologies helped establish much of the internet. 
 Many of the programs in use every day are based on open-source technologies.  

https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Free_software
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Free_software_license
https://en.wikipedia.org/wiki/Source_code
https://en.wikipedia.org/wiki/Proprietary_software
https://en.wikipedia.org/wiki/Security_(computing)
https://en.wikipedia.org/wiki/Security_(computing)
https://en.wikipedia.org/wiki/Security_(computing)
https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Privacy
https://www.thebalancecareers.com/best-places-to-learn-to-code-for-free-2071392
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 Linux, Android OS and Apple’s OS X are based on the kernel and Unix/BSD open-
source technologies, respectively. 

Other popular open-source software is: 

 Mozilla's Firefox web browser 
 PHP scripting language 
 Python programming language 
 Apache HTTP web server 

------------------------------------------------------------------------------------------------------------------- 

 

5. Mention some of the usages of FOSS in typical applications. 
 

 Accounting: SQL-Ledger (accounting system) 
 

 Anti-virus: ClamAV
 Databases: MySQL (database) 

 

 Domain Name Servers : PowerDNS 
 

 Telephony: FreePBX 
 

 E-mail Servers:Sendmail 
 

 File Servers:Samba 
 

 web server: Apache (web server) 
 

 

------------------------------------------------------------------------------------------------------------------- 

 

6. Explain about Free Software Movement ? 
 

 Free / open source software movement (FOSSM) is a social movement with the 

goal of obtaining and guaranteeing certain freedoms for software users,  

 Namely the freedom to run the software, to study and change the software, and to 

redistribute copies with or without changes.  

 Richard Stallman formally founded the movement in 1983 by launching the GNU 

Project. Stallman later established the Free Software Foundation in 1985 to support 

the movement. 

  Commercial aspects of open source movement. 
 

 The open-source software movement is a movement that supports the use of 

open-source licenses for some or all software.  

 The open-source movement was started to spread the concept of open-source 

software.  

 Programmers who support the open-source for exchanging programming code for 

software development.  

 It allows anyone to obtain and modify open-source code.  

https://www.thebalancecareers.com/websites-for-learning-php-2071891
https://www.thebalancecareers.com/high-paying-programming-languages-2071890
http://sql-ledger.org/
http://www.clamav.net/
http://www.clamav.net/
http://www.mysql.org/
http://www.powerdns.com/
http://www.freepbx.org/
http://www.sendmail.org/
http://www.samba.org/
http://httpd.apache.org/
https://en.wikipedia.org/wiki/Social_movement
https://en.wikipedia.org/wiki/Software_users
https://en.wikipedia.org/wiki/Richard_Stallman
https://en.wikipedia.org/wiki/GNU_Project
https://en.wikipedia.org/wiki/GNU_Project
https://en.wikipedia.org/wiki/Free_Software_Foundation
https://en.wikipedia.org/wiki/Open-source_licenses
https://en.wikipedia.org/wiki/Open-source_licenses
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Programmers
https://en.wikipedia.org/wiki/Software_development
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 These goals promote the production of "high quality programs" as well as "working 

cooperatively with other similarly minded people" to improve open-source 

technology. 

 

------------------------------------------------------------------------------------------------------------------- 

 

7. Explain about Linux Certification Courses. 
 

 
Red Hat Linux Certification 

 
The RHCE and RHCT exams are conducted on live test systems, that simulate tasks 

that System Administrators should be capable of doing. 
 

There are two levels of certification offered by Red Hat. 
 

1. RHCT (Red Hat Certified Technician) 
 

2. RHCE (Red Hat Certified Engineer) 
 

Benefits of Linux certification 
 

 Establishes your competence for well- defined Linux – related functions.


 Easily demonstrates your technical skills to an employer during interview.


 Certification helps you to find a best job in software industry.


Certification Exam Fees


Exam fees (in $US) for these Linux certifications are:


 RHCT exam : $349


 RHCE exam : $749
 

Training requirements to get certification 
 

Even experienced Linux administrators will probably need to prepare before taking 

a certification exam. Fresher to Linux will need weeks or months of preparation. 

Classroom training is essential for obtaining certification. A quality instructor- led 

class that provides hands – on practice. Students will be allowed to perform various activities 

(installation, network configuration, etc..,) 
 

Validity of certification 
 

For most Linux certifications, there is no expiration date. 
 

 

-------------------------------------------------------------------------------------------------------------------
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8. Describe the features of Linux OS 
 
 

 

Multi- programming 
 

Linux allows many programs to be executed simultaneously by different users. This 

feature is called as multi – programming. 
 

Time – Sharing 
 

 Multi – programming is made possible on the Linux system by the concept of 

time sharing.  

 The operating system has to manage the various programs to be executed. 

The programs are queued and CPU time is shared among them. 

 Each program gets CPU time for a specific period and is then put back in the 

queue to wait its turn again as the next program in the queue is attended to. 
 
 
 

. Multi – Tasking 
 

 A program in Linux is broken into tasks. Each task may be reading from or 

writing to the disk, or waiting for input from a user.  

 In this case, the CPU divides the time between all the active tasks. The kernel 

is responsible for scheduling the tasks. This feature is known as Multi- 

tasking. 
 

Office Suites 
 

Linux supports many office suites. They can be used for reading and writing 

Microsoft Word and Excel files. 
 

Data Archiving Utilities 
 

Linux provides utilities for basic data backup (archiving), such as tar, cpio and dd. 
Red Hat Linux provides a backup and restore system unit called BRU. 

 

Licensing 
 

Linux is copyrighted under the GNU General public license. it freely or change a 

reasonable price for it. Anyone can freely download Linux from the internet. 
 

Web server 
 

A Web server is the software that serves web pages. Linux comes with Apache web 

server, which is the most popular web server in use today. 
 

Other Features 
 

Linux comes with a lot of other useful and free software such as text editors, 

compilers, browsers and scientific applications. 
 

 

-------------------------------------------------------------------------------------------------------------------
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 9. Explain the Linux Architecture 
 

 Linux is an open source operating system that can be installed on variety of different 
types of hardware to allow you to develop Software 
 

 At the heart of the Linux is the kernel 
 

 Typically administrated from a command line interface(CLI) also known as Shell 
 

 

 
   
 

Shell: 

 Simple user interface that provide services that user wants  
 

 It protect the user to know the hardware details 
 Kernel: 

 Special core of the operating system 
 

 It controls the CPU, Hardware, allocates Memory, access Data and schedule 
Process etc., 
 

Kernel handles the following operations: 
 

 It is responsible for scheduling and running of user and other processes. 

 It is responsible for allocating memory. 

 It is responsible for managing the swapping between memory and disk. 

 It is responsible for moving data to and from the peripherals. 

 It receives service requests from the processes and provide services to them. 

 

 

-------------------------------------------------------------------------------------------------------------------
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10. Explain the User Mode and Kernel Mode in Linux. 
 
User Mode: 
 

 When a user runs an application / tool then it executes on it called user space fro an 
example executing commands like ls and cp 

 

 Running these applications separate from kernel space and it can’t distribute the kernel 
space 

 
 

Kernel Mode: 
 

 All applications that performs the Operating system functions and must make a system call 
to kernel 
 

 Kernel space in order to access system resources such as memory and network devices 
 
The following three situations result in switching to kernel mode. 

 

 

 When a system clock interrupts for  switching another process 
 

 Interrupt with peripheral devices 
 
 Access data or data backup  

 

 

-------------------------------------------------------------------------------------------------------------------
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11. Explain about Scheduling in Linux. 
 

 A multiprogramming operating system allows more than one process to be 

loaded into the executable memory at a time.  

 

 The loaded process to share the CPU using time- multiplexing. So there must 

be a way for the operating system and application processes to share the 

CPU time.  

 

 A process which has to perform an I/O operation will require more CPU time. 

In such case, CPU time is effectively shared among processes with the help 

of scheduling mechanism. 
 
 
 

Goals for Scheduling 
 

Linux operating system has following goals for scheduling mechanism. 

 

 Utilization / Efficiency: keep the CPU busy 100% of the time with useful work.



 Throughput: maximize the number of jobs processed per hour.



 Turnaround time: from the time of submission to the time of completion, minimize the 

time batch users must wait for output.

 

 Waiting time: Sum of times spent in ready queue- Minimize this.



 Response Time: time from submission till the first response is producted, minimize 

response time for interactive users.



 Fairness: make sure each process gets a fair share of the CPU.

 

Context Switching 
 

Typically there are several tasks to perform in a computer system. 
 

So if one task requires some I/O operation, you want to initiate the I/O operation and 

go on to the next task. You will come back to it later. 
 

 

 

 

 

------------------------------------------------------------------------------------------------------------------- ------------------------------
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12. Differentiate between Non – Preemptive Vs Preemptive Scheduling 
 

Non – Preemptive 
 

Non- Preemptive algorithms are designed so that once a process enters the running 

state (is allowed a process), it is not removed from the processor until it has completed its 

service time. 
 

Preemptive 
 

The process with the highest priority should always be the one currently using the 

processor. If a process is currently using the processor and a new process with a higher 

priority enters, the ready list, the existing process on the processor should be removed and 

returned to the ready list. This approach is called as pre-emptive scheduling. 
 

----------------------------------------------------------------------------------------------------------------------------- ---- 

 

13. Explain process accounting and time accounting in Linux. 
 

Process Accounting 

 

 Process Accounting is the method of recording and summarizing commands 
executed on Linux.  

 The modern Linux kernel is capable of keeping process accounting records 
for the commands being run, the user who executed the command, the CPU 
time utilization ( Time Accounting),etc., 

 Process accounting enables you to keep detailed accounting information for 
the system resources used, their allocation among users, and system 
monitoring. 

 

Process Accounting Software 

You can download the process accounting software from 
[http://sunsite.unc.edu/pub/Linux/system/admin/quota-acct-modified.tgz]. 
Process Accounting Setup on Linux 

 

i. Compile and install process accounting software. 
ii. Modify your system in it script and turn on process accounting at boot time. 
iii. Create accounting record file “pacct.” Your process accounting software will print out 

all commands executed to the file/var/log/pacct by default. 
iv. Reboot. 
Now reboot your system for changes you made to take effect. 

 

Time Accounting Commands 

ac 

 

ac prints out statistics about users’ connection times in hours based on the logins and 
logouts in the current/var/log/wtmp file.  

 

accton 

 

accton is used to turn on or turn off process accounting. 
 

last 
 

last goes through the /var/log/wtmp file and prints out information about users’ connection 
times. 

 

sa - summarizes accounting information from previously executed commands, software I/O 
operation times, and CPU times, as recorded file/var/account/pacct. 
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14. Explain Linux personalities (RAID Levels) 

Linux Personalities (RAID Levels) 
 

The term RAID is stands for Redundant Array of Independent Disks. RAID offers 

following benefits. 
 

 Data integrity


 Fault tolerance


 Improved performance


 Greater storage capacity
 

 
Support for RAID is provided within the Linux kernel. 
 
mdadm utility is used for ubundu Linux for implement a raid techniques.The following 
command is used for showing raid utility 
$sudo mdadm – D /dev/md0 
 
RAID Levels 
 

 

i.RAID 0: (Striping)  
 

 RAID 0 implements striping, which is a way of distributing reads and writes across 

multiple disks for improved disk performance. 

  Data protection and fault tolerance is not provided by RAID 0, because the datas 

are not duplicated in this method.  

 A failure in any one of the disk will lead to failure of entire RAID system. 
 

In this case datas will be totally lost. 
 
 
 

 
 

 
 

ii. RAID 1: (mirroring) 
 

 RAID 1 is an implementation where all written data is duplicated (mirrored) to each 

disk. So, this method provides data protection and fault tolerance.  

 In this level, RAID system will use two identically sized disks. A failure of one of the 

disks will not result in data lost since all of the data exists on both disks. 
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iii. RAID 2 : (Bit striping) 
 

 RAID 2 stripes data at the bit level across disks and uses a Hamming code for 
parity. 

 However, the performance of bit striping is less. So, RAID2 is not practically 
used. 

 
 

 

iv. RAID 3 : (Byte striping)

 

 

                  
 RAID 3 stripes data at the byte level and dedicates an entire disk for parity. Like 

RAID 2, RAID 3 is not practically used for performance reasons.  

 Reading a particular data involves operations on all disk in that particular set. 

Such disk access will easily collapse the system.  

 Moreover, loss of parity disk leads to corrupted data. 
 

v. RAID 4: (Block striping) 
 

 RAID 4 stripes data at the block level and dedicates an entire disk for parity.  

 RAID 4 is similar to both RAID 2 and RAID 3 but significantly improves 

performance as any read request contained within a single block can be serviced 

from a single disk. 
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vi. RAID 5: (Block striping with striped parity) 
 

                      
 

 RAID 5 implements block level striping like RAID 4, but instead stripes the parity 

information across all disks as well. 

  In this way, the total storage capacity is maximized and parity information is 

distributed across all disks.  

 RAID 5 supports hot spares which are disk that are members of RAID but not 

active in use.  

 The hot spared are activated and added to the RAID upon the detection of a failed 

disk. So, RAID 5 is highly preferred level (personality). 
----------------------------------------------------------------------------------------------------------------------------- --------------------- 
 

 
 

15. Explain Cloning / Clonesys in Linux system 
 

 Cloning of Linux systems are produced with a shell script called Clonesys used for 
partition and disk imaging/cloning.  

 It helps you to do system deployment, backup and recovery.  

 It is a freeware available in the website www.trickytools.com  

 It consists of file format of like ext2- second extended FS. MBR – Master Boot 
Record. ISO – International std org. 

 

 
Features of Clonesys 

 

o Works with Linux kernel 
o Supports software RAID built with raid tools
o Supports ext2/3 and FAT/DOS file systems
o Supports Boot Loader on both MBR and Boot Partition 
o Recreates the file systems which exist in the source linux system.

 

o Clonesys is a Shell script that can be used to create an ISO image of your 

Linux system. This tool can not be used for performing backup.  

o Clonesys is simple in design when compared to other tools. It should be a fast 

solution for most Linux systems.  

 

How to use this script? 

 

Config.ini – contains global variables that effect tools behaviour. 
 

The tool also builds and archive of the system files. The files that must be included in 

this archive must be listed in the “backup.ini.” file. 
 

 
Run the cloning script 

 

Launch the “clonesys.sh” script to create the ISO image. The ISO image can be burned on 

a CD-RW. 

http://www.trickytools.com/
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Test the CD 

 

The created CD is a bootable CD. It can be used to recreate a new Linux System that has 

the same characteristics as the original Linux system. 

----------------------------------------------------------------------------------------------------------------- 
 

16. Explain the Backup Solutions in Linux.  
 

Backup is essential in Linux environment to protect your files. You need a good 

backup strategy to: 
 

 Minimize time from disaster such as server failure or human error (file deleted)


 To avoid downtime


 Save money and time


 And ultimately to save your job
 

A backup must provide 
 

 Restoration of a single/ individual files


 Restoration of file systems
 

What to backup? 
 

 User files and dynamic data [databases] (stored in/ home or specially configured 

partitions or /var etc).


 Application software (stored in / usr)


 OS files


 Application configuration files (stored in/etc,/ usr/local/etc or/home/user/.dotfiles)


Preferred Backup Media


1. Tape (old and trusted method) 
 

2. Network (ftp, nas, rsync etc) 
 

3. Disk (hard disk, optical disk etc) 
 

Different types of backups 
 

 Full backups: Each file and directory is written to backup media.


 Incremental backups (Full+ Incremental backup): This backups are used in 

conjunction with full backup. These backups will be incremental if each original piece 

of backed up information is stored only once, and then successive backups only 

contain the information that changed since the previous one. It uses file’s 

modification time to determine which file need to backup.







17. Describe about Linux Signals. 
 

Signals are software interrupts. All Linux signals are named. It starts with SIG. 
 (Eg) 
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SIGINT is the interrupt from keyboard (Cntrl + C) which kills a process.  
SIGSTOP is (Cntrl +Z) stops the process so that it can be resumed later. 

 

When a signal occurs, the process should tell the kernel what to do with it. There are three 

options. 
 

1. The signal will be ignored. – Nothing will be done when the signal occurs. 
 

2. The signal can be caught. - In this option the process registers a function with 

kernel. When the signal occurs, the kernel starts the function. 

 

3. Let the default action apply. – It could be process terminate, ignore etc.. 
 

A good understanding of signals is important for an application programmer working 

in the Linux environment. Knowledge of the signalling mechanism and familiarity with signal-

related functions help one write programs more efficiently. 

 
Standard Signals 

 

Several signal numbers are architecture dependent, as indicated in the “Value” 

column. (Where three values are given, the first one is usually valid for alpha and sparc, the 

middle one for i386, ppc and sh, and the last one for mips.(Micro processor without 

Interlocked Pipeline Stages) 
 

The entries in the “Action” column of the table specify the default action 

for the signal, as follows: 
 

Term Default action is to terminate the process. 
 

Ign Default action is to ignore the signal. 
 

Core Default action is to terminate the process and dump core. Core dump file is a 

disk file that contains process’s memory at the time of termination. This image 

can be used by the debug later to inspect what happened and resume later. 
 

Stop Default action is to stop the process. 
 

 
Sample list of signals given below: 

 

Signal Value Action Comment 

SIGINT 2 Term Interrupt from keyboard 

SIGSTOP 17,19,23 Stop Stop process 

SIGURG 16,23,21 Ign Urgent condition on socket 

SIGXCPU 24,24,30 Core CPU time limit exceeded. 
 

 

 

 

 

 

 

------------------------------------------------------------------------------------------------------------------- 
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18. Describe development with Linux with example. [OR] What is LAMP? (Linux, Apache, 

MySQL, PHP) 
 

 

 

The acronym LAMP refers to a solution stack of software programs, commonly free 

software programs, used together to run dynamic Web sites or servers. LAMP combines 

the following software programs. 

 

1. Linux (an operating system for a wider variety of computer hardware including 

desktop computers, supercomputers, mainframes, and embedded devices such as 

cellphones) 

 

2. Apache (the most widely used web server which can run on most of operating 

systems)

 

3. MySQL (is a multithreaded, multi- user, SQL Database Management System 

(DBMS), popularly known for extensive usage in the web applications and free availability) 

 

4. PHP (server – side scripting language) often used in conjunction with MySQL 

 
 
 
 

*****************************
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